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ABSTRACT Vehicular Ad-Hoc Networks (VANETs) offer enhanced road safety, efficient traffic
management, and improved vehicle connectivity while dealing with privacy and security challenges in
public communication. In these networks, authenticationmechanisms aremandatory to establish trust among
communicating entities, such as vehicle-to-vehicle (V2V) and vehicle-to-infrastructure (V2I), without losing
identity and location-based privacy. The prevailing conventional authentication mechanisms frequently
depend on a centralized trust authority (CA) to ensure the mutual verifiability of transmitted messages.
Nevertheless, in scenarios where the density of vehicles within the network is notably high, an overwhelming
influx of authentication requests may result in a communication bottleneck at the CA, leading to a single
point of failure. This paper proposes a novel distributed authentication scheme in a decentralized VANET
with multiple independent CAs connected to multiple local inspectors to eliminate a single point of failure.
Furthermore, prior solutions lack the capability to immediately revoke a disputed vehicle that is transmitting
malicious messages in the network. In this regard, the proposed scheme also facilitates an immediate
revocation of a disputed sender to prevent other vehicles from further receiving malicious messages.
As vehicles share time-sensitive data for driving assistance, our scheme minimizes the computation and
communication costs for V2I key sharing and direct V2V authenticated message sharing significantly
compared to previously proposed schemes. Using comparatively lightweight elliptic curve cryptography and
eliminating the direct involvement of CAs in the authentication process, we have reduced the overall delays
and achieved amaximum of≈ 3.9 times faster V2I authenticated key sharing, and amaximum of≈ 7.5 times
faster V2V message sharing compared to state-of-the-art bilinear pairing-based protocols. A comprehensive
efficiency analysis validates our scheme’s ability to outperform time-sensitive responses, such as sending
and receiving an alert within nearly 4 milliseconds.

INDEX TERMS Vehicular Ad-Hoc Networks (VANETs), single point of failure, privacy-preserving
authentication, revocation, security attacks on VANET, Elliptic Curve Digital Signatures (ECDSA).

I. INTRODUCTION
Vehicular Ad Hoc Networks (VANETs) represent a piv-
otal technology at the intersection of transportation and
communication systems, designed to enhance road safety,
traffic management, and overall vehicular connectivity.

The associate editor coordinating the review of this manuscript and

approving it for publication was Giovanni Pau .

These networks enable vehicles to seamlessly communicate
with each other (V2V) and with infrastructure elements
(V2I) [1] by sharing critical information about real-time
traffic conditions, road hazards, and emergency alerts.
VANETs introduce many innovative applications, including
enhanced navigation, entertainment services, and transport
efficiency optimizations. However, both V2V and V2I
communication uses a public channel [2]; therefore, the
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FIGURE 1. General centralized VANET architecture.

shared sensitive information must be protected from potential
privacy and security attacks in the communication channel.
VANETs apply authentication mechanisms, that are pivotal
in establishing trust among vehicles and infrastructure
components [3]. These mechanisms verify the legitimacy
of communicating participants, promising the information
exchanged is reliable and untampered. Ensuring the confi-
dentiality of sensitive data, prompt responses to time-critical
events, and safeguarding against a spectrum of threats,
including insider and outsider attacks on public channels [4],
present formidable hurdles in vehicular communication. The
effectiveness of VANETs in enhancing road safety and traffic
management hinges on the designed robust authentication
protocols that can withstand these unique challenges posed
by adversaries in public channels.

In this context, the traditional centralized VANET archi-
tecture [5], as shown in Figure 1, comprises three key
entities: a central trusted Certification Authority (CA),
Roadside Units (RSUs) operating in conjunction with cloud
and fog nodes [6], and vehicles equipped with tamper-
protected On-Board Units (OBUs). These entities engage
in wireless communication, typically governed by the CA,
which assumes the role of a trusted entity responsible for all
authentication verification and providing trust.

Despite its merits, the conventional centralized authentica-
tion models in VANETs suffer from a glaring vulnerability
of potential communication bottleneck at the CA. With a
high density of vehicles, a centralized authentication model
in VANET with a single CA can get overloaded with
authentication requests, which might lead to a single point
of failure [6], [7]. In the event of a CA failure, the entire
VANET communication ecosystem can collapse, with the
CA struggling to manage an overwhelming workload and
consequential response delays [8]. The involvement of RSUs
further exacerbates delays in Vehicle-to-Vehicle (V2V) or
Vehicle-to-Infrastructure (V2I) communication [5].
To address this critical single-point failure issue, recent

years have seen distributed solutions emerge, particularly
those based on public key infrastructure (PKI) and blockchain

technologies [9]. These solutions distribute trust manage-
ment across multiple entities within the communication
hierarchy, moving away from sole dependence on a central
authority. PKI-based approaches [10] incorporate semi-
trusted multi-layer fog nodes or cloud computing devices,
which collaborate with the CA to distribute session keys
following vehicle identity verification [11], [12]. However,
these protocols often compromise vehicle location and
identity-based privacy and incur significant delays. Devices
rely on the root CA for real-time database updates, rendering
them vulnerable to communication bottlenecks. Blockchain-
based distributed VANET systems [13], [14] maintain vehicle
trustworthiness through mutual voting mechanisms and a
comprehensive record-keeping system [15] that determines
message acceptance or rejection in V2V communication.
While effective, these schemes are highly time-consuming
and demand substantial computational and storage resources.
Moreover, they struggle to meet the stringent requirements
of time-sensitive responses, particularly in emergency situa-
tions. Furthermore, using the existing solutions, immediate
revocation of malicious vehicles becomes very complex or
simply not possible. Consequently, there is a pressing need to
devise a truly decentralized VANET network that balances
distributed robust authentication and revocation with low
communication and computation costs. This gap in the
existing literature emphasizes the necessity for innovation
and improvement.

Motivated by the imperative and challenging privacy and
security needs, we present a novel solution for a decentralized
VANET authentication ecosystem incorporating multiple
CAs and local inspectors within the communication hierar-
chy in this paper. The proposed distributed authentication
scheme eliminates the communication bottleneck at CA and
performs authenticated key sharing locally from any available
inspector. Unlike centralized models, authentication requests
from vehicles do not Apart from distributed authentication,
the beauty of the proposed scheme relies on two key
facts: first, the vehicle’s ability to respond quickly in time-
critical situations, and second, an immediate revocation
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technique allowing vehicles to report and identify malicious
vehicles in a privacy-preserving manner. Our proposed
scheme is built upon Public Key Infrastructure, allowing
precise management of session-specific keys for all V2I
communication and enabling direct message sharing between
vehicles (V2V). Our design enhances user autonomy by
offering the flexibility of selecting an initial CA (parent CA)
during vehicle registration. Leveraging lightweight Elliptic
Curve Cryptography (ECC) [16] and one-way hash functions,
our scheme ensures direct privacy-preserving V2I and V2V
verifiability with minimal communication and computation
overhead.

A. CONTRIBUTIONS
The proposed solution is an important step towards achieving
these objectives in the context of VANET security with the
following contributions:

1) Eliminating single point failure with decentralized
CAs: Our approach introduces multiple independent
CAs sharing sensitive but non-private data. This allows
flexible registration and seamless movement of vehi-
cles without compromising identity privacy. Compared
to existing distributed VANETs, our scheme does not
suffer from root-CA failure issues or real-time database
updates for each verification. This decentralization
makes our scheme truly distributed. In comparisonwith
centralized VANETs, our scheme can achieve high
scalability and reliability by eliminating a single point
of failure when the number of vehicles is significantly
high in the system. This is because each authentication
request gets verified in a region-specific manner, and
therefore, even if the number of vehicles significantly
increases, the scheme distributes the requests to local
inspectors and avoids network congestion at any CA.

2) Efficient V2I Authenticated Key Sharing: In our
system, each CA is equipped with multiple Local
Inspectors (LIs) that can directly verify vehicles (V2I)
during an epoch similar to a session and share an
epoch key locally with a computation cost of≈ 3.45ms
only. Unlike existing PKI-based V2I key sharing, the
proposed scheme operates key-sharing without the help
of CA or any cloud or fog nodes, reducing overall third-
party communication. LIs only contact the CA when
there are updates to the system, disputes, or vehicle
change regions.

3) Time-sensitive confidential and non-confidential
V2V broadcasts: Our scheme provides both V2V
non-confidential and confidential broadcasts, while
the existing protocols only allow non-confidential
V2V broadcasts. Confidential V2V broadcasts allow a
vehicle to send messages that are only readable by the
specified intended receiver vehicle with an execution
cost of ≈ 4.69 ms. The proposed scheme enables
vehicles to exchange non-confidential verifiable mes-
sages directly with each other with an execution time
of ≈ 3.08 ms, bypassing LIs, CAs, or any trust parties.

In comparative studies, we have shown that state-
of-the-art pairing-based PKI schemes have at most
≈ 7.5 times longer delay than our proposed scheme,
making the proposed scheme at most≈ 7.5 times faster
in V2V authenticated message sharing.

4) Immediate Privacy-Preserving Revocation: We
design a swift, privacy-preserving revocation process
for malicious vehicles based on dispute reports from
legitimate ones. A local inspector conducts the first
revocation immediately to stop vehicles from accepting
messages from a malicious sender. Then, only the CA
can reveal the malicious sender’s original identity if
necessary. This is unique in our scheme as, so far,
a fully functional revocation process to protect vehicles
from receiving malicious messages immediately was
missing in the literature.

The remainder of this paper is structured as follows:
Section II presents an in-depth literature review of state-
of-the-art schemes with their advantages and limitations.
Section III presents the system model, assumptions, and
requirements to lay the groundwork for the proposed scheme
presented in Section IV. A comprehensive analysis of privacy
and security is presented in Section V by following the
requirements specified in Section III. The scheme’s perfor-
mance is evaluated in Section VI in terms of communication
overhead and computation costs. We conduct a comparative
study with state-of-the-art schemes and the proposed scheme
in Section VII. Finally, Section VIII concludes the paper with
discussions and insights.

II. RELATED WORK
Waheed et al. [19] analyzed a distributed task coordination
system by using regional RSUs together with boundary relay
vehicles, which voluntarily execute the task of other vehicles
in its communication range to improve resource utilization
and minimize the number of RSUs. A similar approach by
Ali et al. [20] based on fog computing for geographically
distributed VANET has shown how reducing excessive
third-party use both in V2I and V2V communication can
reduce overall authentication delays. A multi-fog-based
authentication architecture proposed by Gu et al. [5] reduces
the overall delay by adapting vehicle to fog verifiability.
However, the protocol is centralized and suffers from a
communication bottleneck at the CA, and the location-based
privacy of the vehicles is not preserved. A decentralized
two-phase authentication architecture [8] for VANET is
proposed by Yang et al. based on authentication delegation
to encounter the single-point failure issue. The first phase is a
mutually verifiable token sharing between edge nodes and the
vehicle. The second phase uses the token to verify the vehicle
at any edge node. However, to share V2I authentication
tokens, the protocol uses all the connected edge nodes to
communicate; also, it uses bilinear pairing operations, which
are computationally heavy. Wei et al. in [7] has addressed the
delay-sensitive applications in VANET and the single point
failure issues for a centralized authenticator and proposed
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TABLE 1. Comparative studies presenting the scheme properties for state-of-the-art schemes and our proposed scheme.

a multi-CA model for a fog-based VANET to solve it.
They have also shown the inefficiency of using bi-linear
cryptography for delay-sensitive applications and proposed
an authenticated key agreement protocol using lightweight
ECC solutions. However, the root CA is centralized in
their solution, and all the system components must be
registered to the central root CA, limiting the system’s
distributive nature. A previously proposed bi-linear based
solution by Zhang et al. in [10] with the concept of sub-TAs
connected to a central root CA faces similar challenges.
Also, each authenticated key agreement process involves
the RSU, fog node, and a sub-CA twice (sending and
receiving), significantly increasing the delay and reducing
the system’s performance. The scheme proposed by Sikarwar
and Himani [18] only allows direct authentication using
pseudonym pooling. However, pairing-based cryptography
makes the schemes heavy regarding computation delays.
A PKI-based scheme by Cui et al. [17] also uses pseudonym
pooling to achieve V2I key sharing with RSUS and direct
V2V message sharing. But pseudonym pooling requires a
huge storage, and revocation becomes very inefficient.

A hybrid scheme using ECC-based crypto combined with
blockchain is proposed by Li et al. [13] for distributed
verifiable message transfer. However, using this scheme,
every vehicle in the system must undergo a complex,
repetitive registration process each time they change an RSU
region. Also, after each message verification, the vehicle
performs a time-consuming feedback procedure to evaluate
blockchain-based trustworthiness. Inedjaren et al. [14] and
Ghaleb et al. [21] proposed trust-basedV2Vmessage delivery
system in a distributive manner. This trustworthiness is evalu-
ated with a reputation mechanism achieved by maintaining a
blockchain-based trust table in each vehicle [14] and intrusion
detection system (IDS) [21]. Another trust evaluating decen-
tralized authentication and session key distribution scheme
proposed byMa et al. [22] uses a blockchain-based list. These
protocols are distributed by not using any trusted authority
and allowing only vehicles to determine the trustworthiness.
However, blockchain and IDS-based schemes are extremely
time-consuming and require huge computational and storage
requirements, making all these schemes inefficient for delay-
sensitive V2V responses. Also, the message complexity for
these protocols to manage a voting mechanism is very high
≈ O(n2). Table 1 shows a comprehensive review of related
schemes; each scheme is evaluated based on its merits and
shortcomings, considering specific attributes as properties.

To maintain a fair comparison, we’ve limited our focus
to protocols that employ distributed or partially distributed
authentication methods using ECC or pairing-based cryp-
tography. Consequently, we have excluded blockchain-based
protocols from our efficiency analysis.

III. SYSTEM MODEL AND PRELIMINARIES
The proposed system architecture has three layers consisting
of several entities with different communication roles.
As shown in Figure 2, each layer is connectedwith the entities
at the level below. In this layered communication hierarchy,
the entities at a lower level communicate with the immediate
upper level following a designed subprotocol. Below, we first
discuss the VANET components, their roles, and then the
subprotocols they follow.

• The Scheme Authority or the SA is a global stan-
dardization authority like the ICAO [23] responsible for
publishing the public parameters used by the CA and the
other components in the system.

• Certification Authorities, in our scheme, many inde-
pendent CAs are associated with separate public key
pairs. Each CA is responsible for initially registering
vehicles and providing a temporary pseudoID. CAs are
considered to be fully trusted authorities located region
or country-specific. CAs can communicate with each
other by only sharing sensitive but non-private data.

• Local Inspectors or LIs are locally placed units respon-
sible for V2I authenticated key sharing and providing
traffic data to local vehicles. Each CA can have multiple
independent LIs connected to it. LIs are considered
semi-trusted entities as they are curious about specific
privacy thefts. Also, LIs receive dispute reports and
perform revocations.

• Vehicles are equipped with tamper-protected hardware
chips known as the onboard unit or OBU responsible for
all security-related computations and communications.
Vehicles communicate with each other and with infras-
tructure by sharing authenticated messages. Vehicles are
not trusted, and therefore, authentication is mandatory.

• Communication Channel A V2V and V2I communi-
cation follows the dedicated short-range communication
or DSRC standards such as the IEEE 802.11p, IEEE
802.11px or C-V2X [24], [25], [26], [27] etc. Note
that we assume that each LI is connected to its
corresponding CA and that the CAs are connected via an
already established, authenticated, secure channel. This
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FIGURE 2. Proposed distributed VANET architecture.

assumption is practical considering that CAs and LIs
are trusted or semi-trusted and must communicate via
a long-range communication channel such as a satellite
or a long-distance 5G/4G network.

As presented in Figure 2, each LI has a public wireless
coverage area where every vehicle can communicate with
the LI. The handover region is where a vehicle switches
communication from one LI to another. Each LI belongs
to only one CA, and LIs do not communicate with each
other directly. Vehicles use the public wireless channel
to communicate with local LI and each other for traffic
assistance. The communication between any LI and its CA
takes place using the assumed pre-established secure channel.

A. THREAT MODEL
The proposed system follows a similar security threat model
as mentioned in [4] and [28]. At first, all the entities in our
system are separated into one of the following two categories.

• Trusted Entities: All the CAs and the scheme authority
are assumed to be trusted entities. They do not pose any
threat to the system and are secured against all possible
attacks [7], [10].

• Semi-Trusted Entities: An LI in the system is assumed
to be honest by not sharing secret information with
any unauthorized entity or adversary. However, LIs
might be curious to know the original identity of
vehicles and their traffic paths, therefore threatening
the privacy of vehicles. LIs in our system can also be
called semi-trusted entities like RSUs, as mentioned
in [12]. The OBU chip containing security-related secret
information in a vehicle is assumed to keep data private.
It is placed in a tamper-protected area of a vehicle
to protect against physical attacks [23]. Even though
a vehicle does not share its own secret information
with others, it might be curious about traceability and

identity-based privacy theft of other vehicles. It might
also send false traffic information to create traffic
hazards; therefore, vehicles are semi-trusted entities.

Moreover, any other entity that is not registered and external
to the system is referred to as an unauthorized entity. Based on
curious, semi-trusted, and unauthorized entities to the system,
we now categorize the potential threat into internal and
external adversaries as also mentioned in [4] by Zhang et al.

• Internal Adversaries: These entities are part of the
designed VANET model; any dishonest vehicle and
curious LI is an internal adversary to our system.
They might be curious about privacy thefts such as
the original identities, owner details, traffic routes, etc.
Also, a malicious, dishonest vehicle can perform several
security attacks, such as replay attacks, nonrepudiation,
framing and sybil attacks in public communication.

• External Adversaries: Any unauthorized entity can
threaten user privacy and try to perform both passive and
active security attacks. These unauthorized entities are
external adversaries to our system. In passive attacks,
an external adversary monitors the public channel for
any valuable information. In contrast, in active attacks,
the adversary fabricates the messages and tries to
enforce itself as a legal entity in the system.

We consider both internal and external adversaries to act
as Dolev-Yao adversaries [29] with complete knowledge of
the network structure, subprotocols, and huge computation
capabilities. The adversaries can intercept and read all
messages exchanged among vehicles and between vehicles
to LIs. Following the Dolev-Yao model, an adversary can
try to modify or inject messages into communication and
impersonate a legitimate vehicle or an LI.

B. PRIVACY AND SECURITY REQUIREMENTS
Our scheme’s privacy and security requirements follow
similar requirements as specified in [12], [14], [17], and [28].
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These requirements are generally adapted in almost every
VANET communication as the basic security requirements.

• No privacy leakage: Ensuring that the original identity,
traffic routes, and active and inactive timings of a vehicle
are always private and secret from any adversary in
communication.

• Unlinkability: Unlinkability of V2I authentication
messages from any particular vehicle in two different
instances protects the vehicle route from being traced
in the network. However, during V2V broadcasts,
messages by the exact vehicle should be linked by the
receiver vehicles only for a short period, also known as
an epoch, which is allowed for driving assistance and
other traffic purposes.

• Message Confidentiality and integrity: Confidential
messages containing sensitive data must not be known
by anyone except the intended participants. Also,
whenever a message is received, its integrity must be
checked before the receiver accepts it.

• Mutual verifiability: Any two communicating entities,
such as vehicles and local inspectors, must check each
other’s legal validity. Only a registered vehicle can be
verified by the local inspector or by another vehicle
during V2I or V2V data sharing. A malicious vehicle
should never be able to pass a verification or forge itself
as a verified vehicle to send messages successfully.

• Accountability: If a dispute is reported, the LI can
revoke the misbehaving vehicle from the system by
immediately putting it into the list of malicious vehicles.

• Resistance against MITM: The Man-in-the-middle
attack (MITM) by an adversary listening to the com-
munication should not succeed in acquiring secret or
confidential data.

• No replay attack: Authentication credentials from one
vehicle can not be replayed by itself or any adversary to
get verified at any other time.

• Impersonation/Framing free:An adversary should not
be able to impersonate a legal entity such as a registered
vehicle or LI. Also, a sender’s signature or identity can
not be framed to send messages to a receiver.

• Nonrepudiation: The sender and receiver of a message
in V2V direct communication can not deny sending and
receiving messages in case of a dispute.

• Sybil free: Making sure that each vehicle is registered
only once and they can not present multiple instances to
confuse the system.

• Reducing Denial of Service (DoS) attack: If the net-
work is flooded with malicious authentication requests,
the designed protocol should be able to detect malicious
requests quickly to become available to legitimate
vehicles at all times.

C. SCHEME OVERVIEW
Considering the CAs as the top level in the hierarchy,
the proposed three-layered VANET system performs the
following subprotocols:

1) Initialization: Once SA has fixed the public secu-
rity parameters, the CAs perform the initialization
subprotocol to generate and publish their public keys.

2) Registration: Each vehicle’s OBU needs to be regis-
tered by the CA before becoming a legitimate vehicle
in the network. The driver’s personal information and
vehicle data are shared secretly with the CA using a
secure channel in offline mode during this phase. The
CA then generates a unique license for the vehicle and
injects it with a temporary pseudoID into the vehicle
OBU securely. Also, the local inspectors are initially
registered with a corresponding CA.

3) V2I authenticated key sharing: In this phase, each
vehicle in a particular region is verified by the LI and
receives a secret symmetric key. This subprotocol is
periodically performed to provide real-time traffic data
and other information to legitimate active vehicles.

4) V2V direct communication: This subprotocol allows
verified vehicles to broadcast authenticated messages
directly to their surrounding vehicles. A receiver
vehicle can then verify the message’s authenticity
locally. This communication typically includes sending
emergency alerts, proximity alerts, or driving guidance.

5) Revocation: This subprotocol is designed to handle
dispute reports. A vehicle can send a report about a
misbehaving vehicle to the LI, which then can identify
and revoke the misbehaving vehicle from the system.
Only the CA can reveal the misbehaving vehicle’s
original identity if necessary.

6) Handover: When a vehicle changes from one LI to
another, a handover protocol is performed between the
vehicle and the new LI in a privacy-preserving manner
that allows the vehicle to change to the new LI without
being traced by the previous LI(s).

D. EPOCH AND EPOCH KEY
An epoch, ϵ, is a time frame similar to a session with
a specified starting and ending time decided by the LIs.
At the beginning of any epoch or during an epoch, vehicles
in the network perform an authenticated V2I key sharing
with the local verifier and receive a unique key valid only
for that epoch. The local verifier decides the period of
every epoch; however, the actual threshold is beyond our
consideration in this paper. Once an epoch ϵ1 ends, a new
epoch ϵ2 starts with new authentication and pseudonyms for
every active vehicle in the system.

With V2I authentication, each verified vehicle in the region
of an LI gets a unique secret symmetric key called the
epoch key (ek). The epoch key is used to perform AES
(Advanced Encryption Standards) encryption and decryption
on broadcast messages by the inspector or the vehicles. Once
an epoch ends and a new one starts, the local inspector
distributes a new epoch key with a V2I verification process
to its region. Each epoch key is unique and unlikable
for every session to guarantee both forward and backward
security. An AES encryption is presented with the notation
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ct = Enc (k,m), and decryption is presented as m =

Dec (k, ct) where k,m, ct are a key, plaintext and cyphertext
respectively.

E. ELLIPTIC CURVE DIGITAL SIGNATURE ALGORITHM
(ECDSA)
For a prime fieldFp, where p is a large prime, an elliptic curve
E is defined by the equation Ep(a, b) : y2 = x3 + ax + b
mod p with a, b ∈ Fp. For a given point P ∈ E, and
any integer x, a scalar multiplication in ECC is given by
x ·P = P+P+. . .+P(x-times). Any point Pwith the smallest
order q in ECC is called a base point if it can generate all the
points in the curve, i.e., for q is the smallest positive integer
for which qP = O, where O is the order of the elliptic curve.
The security of ECC comes from the following properties:

• Elliptic curve discrete logarithm problem or ECDLP
which states that for a given P and Q = x.P, it is
computationally infeasible to find x ∈ Fp in polynomial
time [16].

• Elliptic curve computational Defile-Hellman problem or
ECCDHP states that given P,Q = x.P,R = yP, it is
infeasible to compute xyP in a polynomial time.

Using the elliptic curve cryptographic principles, the
ECDSA uses a public key pair (sk, pk = sk.P) to sign and
verify signatures on messages [30]. A sender uses the secret
key sk to sign the hashed value of a message m to generate
the signature σ , an elliptic curve point. Then, the signature
can be verified using the public key pk at the receiver side.
The signature and verification process used in our protocol to
sign and verify messages follows the below notations:

ECDSA signature Process: Sign (sk, h(m)) −→ σ , i.e.
sign the hashed message h(m) with secret key sk to generate
signature σ .
ECDSA verification Process: Ver (pk, h(m), σ ) −→

(T/F), i.e. verify if the signature σ on hashed message h(m)
is valid (T ) or invalid (F) using the public key pk.

IV. PROPOSED SCHEME
The proposed scheme is designed to achieve a mutual epoch-
based V2I verification with key sharing, and V2V direct
authenticated message sharing, suitable for the developed
system and threat models mentioned above. The local
inspector can authenticate a verification tuple sent by a
vehicle during an epoch, and vehicles can use their public
key to prove and communicate with other vehicles directly.
A misbehaving vehicle can be reported to the inspector, who
can then revoke it from the system without revealing its
original identity. When a vehicle moves from one inspector
region to another, a simple privacy-preserved handover
protocol is performed for a smooth flow of the vehicle. The
communication flow in all the protocol phases involving
communicating parties and message transfer is denoted in
Figure 3. All the notations used in the proposed scheme
are presented with descriptions in Table 2. The detailed
descriptions of the sub-protocols that construct our proposed
model are presented below.

FIGURE 3. Protocols phases denoting the parties involved and the
algorithms executed.

A. INITIALIZATION
At the very beginning, the scheme authority has to set all
global security parameters and the elliptic curveEp(a, b) over
the finite field Fp with a base point P of order q in Ep. Also,
the SA decides three collision-free hash functions as below:

1) An elliptic curve point to string hash function H :

Ep(a, b) → {0, 1}l where l is the fixed size length of
the hashed value.

2) A hash function to generate k−bit fixed-length strings
from random length message string as H1 : {0, 1}∗ →

{0, 1}k .
3) Finally, a hash function to generate field element from

random length strings as H2 : {0, 1}∗ → Z∗
q.

Then, each CA is individually initialized with a public
key pair by randomly selecting a secret value skC ∈ Z∗

q
which serves as its private key and generates a public key
as pkC = skC · P. Then, each CA publishes its own public
key. The CAs use their public key pair to perform ECDSA on
messages to generate verifiable signatures. Each CA is also
initialized with a randomly generated secret string (rkC) used
as the vehicle registration key.
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TABLE 2. Notation descriptions used in the scheme.

B. REGISTRATION
Once the initialization is completed, components such as
local inspectors and vehicles can be added to the network
by registering them to a corresponding CA using a secure
channel. The registration process for a local inspector is as
follows:

• The installation location of the LI, the network informa-
tion that it is connected to, and a unique identity for each
LI is decided and securely injected by a corresponding
CA responsible for that specific region.

• The local inspector then chooses a random secret skL ∈

Z∗
q and computes its public key as pkL = skL · P

• Then the LI shares pkL with the CA, who signs the
public key using ECDSA to generate the signature as
Sign

(
skC,H

(
pkL

))
→ σ .

• NowCA shares
(
pkL, σ

)
to the corresponding inspector,

who then can share it with vehicles within its region
upon receiving a request.

A vehicle can initially register to a chosen CA, and the
corresponding CA becomes a parent CA for that particular
vehicle. The registration process for a vehicle with a
corresponding CA is as follows:

• The vehicle shares vehicle information (VI), which
may consist of vehicle serial number, manufacture
information, and engine information, together with the
owner’s original identity (UI) to a regional CA using a
secure channel.

• After receiving the information, the CA first computes
H1 (VI||UI) and sends it to other connected CAs using a
secure channel to check if the user is already registered
to another CA. Other CAs can compute the same hash
for their registered user and check if the received hash
already exists. If it exists, the corresponding CA reports
it to the requesting CA. Otherwise, it discards the
message.

• Then the CA generates a unique license number LIC for
the vehicle by computing LIC = H2 (VI||UI||rkC) · P.

• CA then generates a long term pseudoID α =

H
(
H2 (β||t) · LIC

)
where β is a random string that

serves as an ephemeral token, and t is the current
timestamp.

• CA stores the LIC permanently and stores corresponding
α temporarily with an expiry time. Also, it injects the
values {LIC, α, β} and the expiry time in the OBU unit
of the vehicle securely.

• The CA is now the parent CA for that particular vehicle,
and it also shares {α, β} with the region-specific local
inspector where the vehicle is issued using the pre-
established channel.

C. AUTHENTICATION FOR V2I
To be able to use the VANET system resources and receive
local traffic data, each vehicle must prove its authenticity
to the local inspector. A vehicle first requests and receives
the public key (pkL) of the local inspector and then checks
the validity of pkL using the ECDSA verification process as
Ver

(
pkC,H

(
pkL

)
, σ

)
→ {T ,F}, where pkC is the public

key of the corresponding CA under which the LI is registered.
This verification takes place only once, and the vehicle
accepts and stores the LI’s public key for future use if the
result is ′T ′. Following are the steps a vehicle performs that
act as a prover during authentication with the local inspector
as the verifier:

• the vehicle first selects a random value skV ∈ Z∗
q and

computes its temporary public key as pkV = skV · P,
• then, it computes a randomized certificate δv =

H1
(
α||t||β||H

(
pkV

))
with current timestamp t,

• the vehicle computes an intermediate value ct1 =

Enc
(
H(skV · pkL), β||r

)
with auxiliary information r,

such as priority-based data or special requests that a
vehicle might want to send. Priority data can be added
by ambulance, police vehicle, or any other emergency
response service vehicle that might need priority in the
verification queue at LI.

• It then sends the authentication message tuple
{δv, ct1, pkV , t} to the local inspector using the public
channel.

In its current epoch, the local inspector generates and holds a
unique epoch key ek, which will be shared with authenticated
vehicles. Once a verification request is received at time t′,
the LI checks if (t′ − t) ≤ 1t , where 1t is a predefined
threshold for the maximum allowed time between sending
and receiving. If satisfied, the LI moves on to the following
checks.

• Get back (β||r) = Dec
(
H(pkV · skL), ct1

)
and find

a match with β in the local database of the LI to get
corresponding α. If no match is found, LI discards the
authentication request.

• If r is priority info and α belongs to a priority vehicle,
put the authentication request at the top of the queue.
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Algorithm 1 V2I Authentication Verification at LI
Input: Verification tuple {δv, ct1, pkV , t}
Output: Verified with response tuple [ack, ct2, t, σ1]

/ Reject
1 if (t′ − t) ≤ 1t then
2 (β||r) = Dec

(
H(pkV · skL), ct1

)
, extract β, r

3 if H1
(
α||t||β||H

(
pkV

))
=δv then

4 Authentication successful
5 Compute:

ct2 = Enc
(
H(pkV · skL), (β||ek||ϵ||r)

)
with

new β value
6 Sign the public key:

Sign
(
skL,H

(
pkV

)
||ϵ

)
→ σ1

7 Compute ack = H1 (ct2||t||α||H (σ1)) with
current t

8 Send response tuple: [ack, ct2, t, σ1]
9 else
10 Authentication unsuccessful, reject

11 else
12 Reject

• Compute δ′
v = H1

(
α||t||β||H

(
pkV

))
and check if δ′

v
?
=

δv. If yes, then the certificate is valid and authenticated.
Otherwise, the certificate is invalid and rejected.

• Generate a new string β and compute intermediate ct2 =

Enc
(
H(pkV · skL), (β||ek||ϵ||r)

)
and r is an auxiliary

value. Note r can also be a special response for priority
vehicles, such as a group key or confidential message.

• Using ECDSA, sign the public key of the vehicle as
Sign

(
skL,H

(
pkV

)
||ϵ

)
→ σ1.

• Generate an acknowledgment as:
ack = H1 (ct2||t||α||H (σ1)), where t is the current
timestamp.

• Send the authentication response tuple to the vehicle as
[ack, ct2, t, σ1].

• Remove the old β value and replace it with the new one
for the corresponding pseudoID α. This process is also
presented in Algorithm 1.

Algorithm 2 V2I Authentication Acknowledgement
at Vehicle
Input: Response tuple [ack, ct2, t, σ1]
Output: Accept and store (β, ek, ϵ)/ Reject

1 if (t′ − t) ≤ 1t then
2 if H1 (ct2||t||α||H (σ1)) =ack then
3 (β||ek||ϵ||r) = Dec

(
H(skV · pkL), ct2

)
4 Extract and store β, ek, ϵ, σ1 for the epoch

period
5 else
6 Reject and retry

7 else
8 Reject and retry

Once received by the vehicle at time t′, it checks if (t′ −

t) ≤ 1t . If yes, then the vehicle performs the following
computations to ensure that the confirmation came from the
original local inspector and that the integrity of the message
is preserved. This stepwise acknowledgment process is also
presented in Algorithm 2.

• Compute and check if ack′
= H1 (ct2||t||α||H (σ1))

?
=

ack.
• If yes, then (β||ek||ϵ||r) = Dec

(
H(skV · pkL), ct2

)
Extract and save β, the epoch key ek, and the epoch
information ϵ in its OBU memory temporarily.

• Stores the signature σ1 until the epoch ends.
Once authenticated by the local inspector, vehicles actively
join the network and receive traffic-related broadcasts from
the local inspector (V2I) using the shared epoch key ek.
Symmetric encryption can be done on the messages using
the epoch key ek and then signed by the LI as proof of
authenticity. Below is a detailed description of how vehicles
communicate with each other following a similar process.

D. DIRECT V2V COMMUNICATION
Throughout an epoch, vehicles directly communicate with
their surrounding vehicle(s) through short-range V2V
communication and share important traffic messages.
This message sharing must be mutually verifiable and
privacy-preserving for both the sender and receiver sides. Let
us consider an example where a sender vehicle VS wants to
send amessage to the receiver vehicleVR. To do so, the sender
vehicle VS has to convince its legitimacy to the receiver VR.
Also, VR has to ensure that the received message is not from
a sender VS who has been blacklisted in the current epoch
time ϵ by the corresponding LI. For ease of understanding,
the public and private key pairs for VS and VR are represented
by (pkVS ,skVS ) and (pkVR , skVR ) respectively. The following
are the steps of the direct V2V communication sub-protocol:

• The sender vehicle VS generates the message m with
timestamp t and computes an epoch specific value ρ =

H1 (ek||ϵ||t).
• Depending on the type of the message m, there are two
cases; case 1:m is a broadcast message (not confidential
to receiver vehicles), and case 2: m is a confidential
message to receiver VR).

• For case 1, the sender VS encryptsm using the epoch key
as ζ = Enc (ek,m) and for case 2, the sender encrypts
m as ζ = Enc

(
H (skVs · pkVR ),m

)
.

• Then VS computes a message digest mh = H1 (m)

and using its secret key it signs ζ, ρ,mh as
Sign

(
skVS ,H1 (ζ ||ρ||mh)

)
→ (σ2).

• For a non-confidential broadcast (case 1), VS sends the
tuple [ζ,mh, σ1, σ2, pkVS , t].

• For a confidential message (case 2), the vehicle VS
includes the public key of the intended receiver pkVR in
the tuple and then sends it.

Once received, the receiver vehicle VR checks the timestamp
and verifies the following to accept the message m from
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Algorithm 3 V2V Direct Verification at Receiver
Input: Sender’s tuple [ζ,mh, σ1, σ2, pkVS , t], and ρ

Output: Receiver accept/reject m
1 Compute ρ = H1 (ek||ϵ||t) with received t
2 if pkVS ⊆ B−list then
3 Reject
4 else
5 if Ver

(
pkL,H

(
pkVS

)
||ϵ, σ1

)
→ {T } then

6 Public key pkSV is valid in current epoch ϵ

7 if Ver
(
pkVS ,H1 (ζ ||ρ||mh) , σ2

)
→ {T } then

8 Sender VS indeed signed ζ

9 if receive = non-confidential broadcast
then

10 m = Dec (ek, ζ )

11 else
12 if receive = confidential then
13 m = Dec

(
H(skVR · pkVS ), ζ

)
14 if H1 (m) = mh then
15 Accept m
16 else
17 Reject m

18 else
19 Invalid signature and reject m

20 else
21 Invalid Public key and reject m

VS . This verification process at the receiver vehicle is also
presented in Algorithm 3.

• Receive only if LI has not blacklisted the sender
vehicle’s public key, i.e., reject the message if pkVS ⊆

[B-list]; otherwise, accept and continue.
• Compute epoch-specific value ρ = H1 (ek||ϵ||t) using
the received t.

• Check if the received public key of the sender pkVS is
signed by the local inspector in the current epoch using
ECDSA as: Ver

(
pkL,H

(
pkVS

)
||ϵ, σ1

)
→ {T ,F}.

If the signature is valid, then it confirms that the received
public key is valid or otherwise malicious.

• Check that the received encrypted message ζ and mes-
sage digestmh is indeed signed by the corresponding VS
by using pkVS such that Ver

(
pkVS ,H1 (ζ ||ρ||mh) , σ2

)
→ {T ,F}. The receiver accepts the encrypted message
ζ if the signature is valid. Otherwise, it rejects the
message.

• If ζ is received as a broadcast from VS , then decrypt it
using the epoch key as m = Dec (ek, ζ ).

• Otherwise, if ζ is a unicast, receiver VR decrypts it as
m = Dec

(
H(skVR · pkVS ), ζ

)
.

• Finally, check if H1 (mh)
?
= mh. Accept only if they

match or reject.
If all the above checks are passed, VR accepts the message m
from VS .

E. REVOCATION
Suppose a vehicle VR wants to send a dispute report com-
mitted by another vehicle VS to the LI. In that case, first VR
creates a message m that includes a dispute summary. Then it
encrypts it as ctm = Enc

(
H(skVR .pkL),m||m

)
. Then, it signs

ctm using its secret key as: Sign
(
skVR ,H1 (ctm||ρ)

)
→

σ3; where ρ is same as generated when receiving the
message from VS . Finally, a dispute report tuple containing
[σ2, σ3, ζ,mh, ctm, pkVS , pkVR , t] is sent to the local inspec-
tor. Note that the timestamp t in this tuple is the same as
received from VS . Now, the local inspector performs the
following steps:

Algorithm 4 Revocation by LI
Input: Report [σ2, σ3, ζ,mh, t, ctm, pkVS , pkVR ]
Output: Revoke pkVS / Account pkVR / Malicious

1 Compute ρ = H1 (ek||ϵ||t) using received t
2 if Ver

(
pkVS ,H1 (ζ ||ρ||mh) , σ2

)
→ {T } &

Ver
(
pkVR ,H1 (ctm||ρ) , σ3

)
→ {T } then

3 Dec
(
H(skL.pkVR ), ctm

)
= m||m

4 if mh = H1 (m) then
5 Contect analysis of m,m (beyond our scope)
6 Blacklist pkVS and Revoke VS
7 Notify the parent CA of VS
8 else
9 Message m is altered, VR is accountable

10 else
11 if Ver

(
pkVS ,H1 (ζ ||ρ||mh) , σ2

)
→ {F} &

Ver
(
pkVR ,H1 (ctm||ρ) , σ3

)
→ {T } then

12 Receiver VR is accountable for framing
13 else
14 Malicious Report

• Compute ρ = H1 (ek||ϵ||t) with received t.
• Verify ζ was indeed signed by the disputed sender
VS as Ver

(
pkVS ,H1 (ζ ||ρ||mh) , σ2

)
→ {T ,F} and

the incident report message is signed by VR as
Ver

(
pkVR ,H1 (ctm||ρ) , σ3

)
→ {T ,F}.

• If ζ is not signed by VS , and incident report message ctm
is signed by the receiver VR, the LI confirms that VR is
trying to send a false report by framing VS and therefore
VR is accountable.

• If both signatures are valid (T ), the LI can now decrypt
ctm and get the disputed message m and the dispute
summary m.

• Then it checks if received mh
?
= H1 (m), to confirm that

the disputed message m has not been altered by VR. If m
is altered, VR is accountable. If not altered, LI performs
a message content check of m and m (beyond our scope)
to decide whether or not to put the public key of VS in
B-list.

• If LI blacklists a disputed vehicle VS , it broadcasts the
most recent B-list to its region using the epoch key
and a signature (same as V2V). Then, it informs the
parent CA of the corresponding vehicle VS about being
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revoked. LI can reject V2I authenticated key sharing for
the disputed vehicle for the next epoch.

• For any other case, the LI considers the report malicious
and rejects it.

Algorithm 4 presents the stepwise revocation performed by
the LI after receiving a report. Note that if a dispute is
reported, the original identity of the malicious vehicle is only
revealed to the corresponding CA and not to the LI, which can
only block the vehicle by blacklisting and rejecting further
authentication. This preserves the original identity-based
privacy of the vehicle at LI. This is unique as it allows multi-
level dispute management from a very minor to a major
dispute. A legitimate vehicle can then update the most recent
B-list received from the LI and cease receivingmessages from
the identified malicious senders listed in B-list. This ensures
that vehicles do not accept messages from malicious senders,
thereby enhancing their safety.

F. HANDOVER
When a vehicle V moves from one inspector’s region to
another, a handover sub-protocol is performed to facilitate
a smooth and easy vehicle transition in the system. While
switching from one LI region to another, the vehicle’s traffic
route-based privacy must be preserved. Algorithm 5 presents
the handover protocol performed by an LI to which a
vehicle has requested a handover; the detailed description is
below.

Algorithm 5 Handover at CA
Input: Handover tuple [Af , pk∗, pkC, σ3]
Output: Share (α, β) with requesting LI/CA

1 if Ver
(
pk∗,H1

(
Af ||H

(
pk∗

)
||H

(
pkC

))
, σ3

)
−→ {T }

then
2 Compute Dec

(
H

(
pkV · skC

)
,Af

)
3 Extract α, α1, β and t
4 if α ∈ record & α ⊈ B− list then
5 Compute α∗

1 = H
(
LIC · H2 (β||t)

)
6 if α∗

1 = α1 then
7 Share (α1, β) to requesting LI/CA
8 else
9 Malicious and reject

10 else
11 Malicious request and reject!

12 else
13 Integrity check failed, reject request!

There are two following cases of handover sub-protocol:
1) the vehicle is moving from one LI to another within the

same CA,
2) the vehicle is moving from one LI to another belonging

to two different CAs.
For both cases, let us assume that a vehicle is moving to a
new LI region from the current LI, which may or may not be
within the same CA. Then, the handover is as follows:

• The vehicle generates a new ephemeral token string
β1 with a new public key pair as (sk∗, pk∗) and computes
a new pseudoID α1 = H

(
LIC · H2 (β1||t)

)
.

• It then generates a pseudoID acquire request Af =

Enc
(
H

(
sk∗

· pkC
)
, (β1||α1||α||t)

)
.

• For the integrity of the request, a signature is generated
by the vehicle as
Sign

(
sk∗,H1

(
Af ||H

(
pk∗

)
||H

(
pkC

)))
−→ σ3

• The vehicle then sends the handover tuple [Af , pk∗,
pkC , σ3] to the new LI. The tuple consists of the public
key pkC of the parent CA, where the vehicle is initially
registered.

• The LI forwards the tuple to the connected CA. The CA
can now check if it is the parent CA for the vehicle; oth-
erwise, simply forward the request to the corresponding
parent CA.

• Once received, the parent CA first checks the
integrity of the request by verifying the signature as
Ver

(
pk∗,H1

(
Af ||H

(
pk∗

)
||H

(
pkC

))
, σ3

)
−→ {T/F}.

• If valid, the parent CA computesDec
(
H

(
pk∗

· skC
)
,Af

)
and extracts the values α, α1, β1 and t.

• If a match with received α is found in the CA’s record,
it proceeds to the next steps or discards the request.

• Check if the vehicle has been reported by any of its
connected LIs previously and currently needs to be
revoked. If yes, then discard the request or proceed to
the next step.

• If not revoked, the CA selects the corresponding
LIC value from its record and computes α∗

1 =

H
(
LIC · H2 (β1||t)

)
with received β1, t, and verify if

α∗

1
?
= α1.

• If matched, the parent CA shares the pair α1, β1 with the
requesting CA or LI. The vehicle can now perform the
ϵ-authentication process with the new LI. If α∗

1 ̸=α1, the
parent CA rejects the request as malicious.

• It is notable that every pseudoID α has an expiry time
shared with the requesting LI. Once it expires the LI
removes all the α that are no longer valid and the
corresponding vehicle performs a handover to update its
pseudoID.

V. PRIVACY AND SECURITY ANALYSIS
The well-established elliptic curve cryptography is the
security backbone of the proposed scheme and its privacy
guarantees. To evaluate the privacy and security capabilities
of our proposed scheme, we follow a methodology similar to
that of Cui et al. [17], Feng et al. [12], and Inedjaren et al.
[14]. We adapt the specific security requirements outlined in
section III-B as our security test cases. These requirements
are then scrutinized against the designed threat model
presented in section III-A, which corresponds with analogous
models discussed by Mejri et al. [28] and Zhang et al.
[4]. Using this approach, each subprotocol within our
proposed scheme undergoes analysis to assess its adherence
to the security requirements. We examine secret security
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parameters, keys, and cryptographic operations against
potential adversaries to demonstrate the scheme’s security
robustness. Furthermore, we conduct a comparative security
analysis to clearly illustrate the level of safety assurance
offered by our proposed scheme compared to other schemes,
as detailed in Table 3.

A. PRIVACY ANALYSIS
The utmost importance of preserving vehicles’ privacy from
internal and external adversaries is challenging. Vehicle
privacy includes identity-based data, traffic routes, location
traceability, and active and idle status. Several privacy
challenges are therefore discussed below.

1) IDENTITY THEFT
Our scheme achieves resistance against vehicle identity theft
by not using original identities or license numbers in V2V or
V2I communication. A randomized certificate δv is generated
using the pseudoID (α) during the V2I authenticated key
sharing. The authenticationmessage tuple only allows a semi-
trusted LI to relate the tuple to a specific pseudoID α to
perform authentication. But the pseudoID is a pseudorandom
bitstring providing no information about the vehicle’s original
identity or user. The original information is only available
to a parent CA to which the vehicle is initially registered.
Similarly, the signatures σ1, σ2 with a public key pkV
shared during the V2V broadcast do not leak identity-based
information. During a handover request, amessage tuple from
a vehicle V consists of the pseudoID α, is always encrypted
using the randomized symmetric secret key H

(
skV · pkC

)
known only by the parent CA and unknown to any external or
internal adversary. Therefore, an internal adversary, such as
a curious legitimate vehicle or an external adversary, cannot
extract identity-based information from a message tuple sent
by a vehicle.

2) LOCATION TRACEABILITY AND UNLINKABILITY
Location-based traceability of a vehicle V is blocked from
an external adversary using unlinkable authentication param-
eters sent by V in each epoch. In our scheme, unlinkability
is achieved using pseudorandom values to generate an
authentication message tuple in each epoch. Without relating
two V2I authentication tuples in any two epochs, ϵ1 and ϵ2,
other legitimate vehicles in the system cannot trace vehicle
V’s traffic route from one epoch to another based on its
communication. When vehicle V moves from one LI region
to another, it performs the handover subprotocol with a new
public key pair by generating and sharing a new pseudoID α

such that, even if the two LIs communicate, they can not relate
if two pseudoIDs α and α1 or public keys pkV , pk∗ belong to
the exact vehicle V . However, in VANET, vehicles must share
critical traffic information with other vehicles throughout an
epoch period, allowing them to be traceable only for the
epoch duration. As an epoch is short, possibly from a few
seconds to a few minutes, the scope of traceability within an
epoch is minimal.

3) ACTIVE AND INACTIVE STATUS
At which time a vehicle V is active in the network and which
vehicles are inactive/inoperative is private information safe
from other vehicles in the system and external adversaries.
Only the corresponding LI can detect the pseudoID ofV when
active as it authenticates the vehicle. When a vehicle does not
communicate with the LI, it assumes that either the vehicle
has moved to another LI or has become inoperative. LI is a
semi-trusted entity, so we presume this status information is
safe with the LIs.

B. SECURITY ANALYSIS
Following the security requirements mentioned in Section III,
we have analyzed the proposed scheme’s security guarantees
below.

1) MESSAGE CONFIDENTIALITY AND INTIGRETY
The content of any message sent during a subprotocol
in the scheme is encrypted using the current epoch key
(ek) or the one-to-one symmetric key generated for AES
encryption. For a V2V broadcast, if the message (m) is
encrypted as ζ = Enc (ek,m) it is only decryptable by
the vehicles having the current epoch information and the
key ek. This means a non-confidential broadcast is only
decryptable by authenticated vehicles in the same LI region
at the current epoch and hidden from any external adversary
listening to the communication. Similarly, an external or
internal adversary curious to know the content of a shared
confidential V2Vmessage will fail to generate the symmetric
key H (skVs · pkVR ) used to generate cyphertext ζ as ζ =

Enc
(
H (skVs · pkVR ),m

)
; therefore, the confidentiality of the

message is always preserved.
Whenever a message is received by a vehicle or an LI,

the integrity is verified using the hash function H1 (). For
example, when an LI receives an authentication request,
the integrity is checked as H1

(
α||t||β||H

(
pkV

))
=δv. Sim-

ilarly, an LI acknowledgment is verified by a vehicle as
H1 (ct2||t||α||H (σ1)) =ack. Using simple hash functions to
preserve message integrity, our scheme is secure against
message content modification in communication.

2) MUTUAL VERIFIABILITY
Any two communicating entities in both V2I and V2V
communication must mutually verify their identities
before accepting messages. Before sending an authentica-
tion/handover tuple to an LI, a vehicle checks the validity
of the LI’s public key by verifying the corresponding
CA’s signature on pkL as Ver

(
pkC,H

(
pkL

)
, σ

)
→

{T ,F}. Similarly, after receiving a request, LI verifies
the vehicle’s authenticity before it shares the epoch key
and information with the vehicle. Thus, the verifiability
is mutual between vehicles and LIs. During V2V direct
message sharing, only authenticated vehicles at the current
epoch can mutually verify each other’s public key signed
by the corresponding LI. A receiver vehicle can check the
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signature σ1 on the sender vehicle’s public key by checking
Ver

(
pkL,H

(
pkVS

)
||ϵ, σ1

)
→ {T ,F} and vice versa.

Therefore, the proposed scheme allows only valid entities to
verify each other, providing mutual verifiability successfully.

3) ACCOUNTABILITY
An authenticated but malicious vehicle in the system can
send false messages, making it an internal adversary in the
system. In our scheme, whenever a dispute is reported by
VR, the LI immediately enforces the revocation subprotocol
to identify the malicious vehicle and put it on the B-list,
which will prevent other vehicles from accepting messages
from the malicious VS . During V2V direct message sharing,
the receiver VR is only allowed to accept a message if
the signature σ1 on the sender’s public key pkVS and the
signature σ2 on the message is verified within the current
epoch. Therefore, whenever a dispute report is received,
the LI confirms that the reporting vehicle VR has already
verified the disputed VS ’s authenticity. To avoid false dispute
reports against any vehicle, the LI verifies the signatures
σ2, σ3 on the disputed message to confirm if the disputed
sender VS indeed sent it. However, in our assumption, LI is
a semi-trusted entity and, therefore, is not allowed to know
the real identity of VS . If a report is valid, then LI first
B-lists VS as a malicious vehicle and then reports the incident
to VS ’s parent CA, who can disclose the real identity of
the malicious vehicle if necessary. If the dispute report is
invalid, the LI can hold the reporting vehicle accountable
for false reporting. Thus, our proposed scheme achieves
privacy-preserving direct accountability in handling disputes.

4) MAN-IN-THE-MIDDLE ATTACK
An adversary A listening to the network can try to intercept
messages and perform cryptanalysis to acquire secret and
confidential data. This attack is possible each time a vehicle
sends any message tuple, such as the V2I authentication and
response tuple, the V2V communication tuple, the report
tuple, and the handover tuple.

The authentication tuple [δv, ct1, pkV , t] consists of a
certificate δv which is a randomized hash value containing the
secret parameters α, β. But as hash functions are irreversible,
generating the secret parameters back from δv is not possible
by A. The ct1 is an encrypted message with the secret key
H(skV · pkL), only decryptable by the corresponding LI. The
response tuple, [ack, ct2, t, σ1] also consists of an irreversible
hash value (ack) and encrypted ciphertext ct2. The timestamp
t in these tuples is masked into the hashed values; therefore,
changing them will be detected by the receiver.

From the V2V communication tuple [ζ, σ1, σ2, pkVS , t],
the adversary can get a public key and its corresponding
signature. But the ciphertext ζ is not decryptable by A as it
does not have the encryption key ek or H(skVS · pkVR ). Also,
A can not check the validity of a public key or a message
in transmission as it does not know the epoch information ϵ

that is used to sign the public key. Similarly, the report tuple
[σ2, σ3, ζ, t, ctm, pkVS , pkVR ] only allows A to look into

the public keys and signatures, which leak no confidential
information. The encrypted messages do not provide any
information to an external adversary as it does not have the
epoch key (ek) or the encryption key H(skVR .pkL). Even
though the adversary can guess which public key might be
reported, it does not pose any direct or indirect security threat
to the system. The handover tuple [Af , pkV ] and update tuple
similarly provides no information to the external or internal
adversary.

5) REPLAY ATTACK
To perform replay attacks, A first intercepts a message and
then sends it again with/without modification to get unautho-
rized access. The use of timestamps t in the communication
tuples protects them from being replayed. As the timestamps
are masked with secret parameters into the hashed values
or integrated into encrypted values, changing them in the
tuple will be easily detectable. For example, the timestamp
in the authentication tuple is included in the certificate δv =

H2
(
α||t||β||H

(
pkV

))
; therefore changing them in the tuple

is detectable. Also, as α, β are secret parameters, an adversary
can not generate δv.
A malicious, legitimate vehicle becomes an internal adver-

sary when it tries to reuse a signed public key from one ses-
sion to send authenticated V2V messages in another session
within the same LI. To avoid this, during V2I key sharing,
the LI signs the vehicle’s public key with the current epoch
information Sign

(
skL,H

(
pkV

)
||ϵ

)
→ σ1. Also, during

V2V, a receiver vehicle checks the receiver’s signature with
the current epoch informationVer

(
pkL,H

(
pkVS

)
||ϵ, σ1

)
→

{T ,F}. Therefore, a signature on the public key is only valid
for the epoch in which it was generated and signed. Using it
in a different epoch will not pass the verification process.

6) IMPERSONATION ATTACK/FRAMING
The adversaryA can try to impersonate or frame a legitimate
vehicle or even an LI to acquire illegal access to the system.
To protect the legitimacy of the entities, our scheme imposes
an authenticity check solely provided by trusted CAs. Each
LI in the system is registered to a particular CA who also
signs the LI’s public key as Sign

(
skC,H

(
pkL

))
→ σ .

To impersonate a valid LI, A must acquire this signature to
pass the public key validity check Ver

(
pkC,H

(
pkL

)
, σ

)
→

{T ,F} by the vehicles. As the CAs decide and verify each LI
before installation, impersonating them becomes impossible
for A. Similarly, vehicles are initially registered to a parent
CA to acquire a secret license number with long-term
pseudoID. Therefore, impersonating a vehicle will require
A to access the secret parameters of the vehicle, which are
assumed to be safe in the tamper-protected area on the OBU
unit of the vehicle.

7) REPUDIATION
Repudiation takes place when a sender or receiver denies
acknowledging a send or receive of a message. In our scheme,
the V2V communication and revocation subprotocol could
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TABLE 3. Comparative study on security guarantees provided by proposed scheme vs similar state of the art schemes.

be a potential target for an internal adversary, such as a
malicious vehicle, to perform repudiation. To bring non-
repudiation in our scheme, a sender vehicle needs to sign a
message with its secret key and an epoch-specific value as
Sign

(
skVS ,H1 (ζ ||ρ)

)
→ (σ2). The signature σ2 and the

epoch-specific value ρ = H1 (ek||ϵ||t) guarantee the receiver
that the sender has signed the message at a specific time
t and belongs to the same epoch. A receiver only accepts
messages if the sender’s public key is valid in the current
epoch and if the message is signed with the corresponding
secret key by verifying Ver

(
pkVS ,H1 (ζ ||ρ) , σ2

)
→ {T ,F}.

When a vehicle is reported to the LI, it also checks the
signatures on the messages in the same way, to confirm
the signature legitimacy of the sender and the receiver at
the current epoch. Since the secret key skV of a sender
vehicle is kept confidential and used to sign messages,
while the corresponding public key pkV is the sole key for
successful signature verification, this means that a sender
cannot deny having signed a message, and a receiver cannot
deny receiving a valid signature.

8) SYBIL ATTACK
In our scheme, a particular vehicle has only one parent CA to
which it is registered. A malicious vehicle trying to register
in multiple CAs will be detected in the registration process.
Also, a malicious vehicle might try to have multiple instances
at any LI by continuously generating and sending handover
requests to acquire new pseudoIDs. The CA can easily handle
this by analyzing the vehicle’s activity, as handover has to
be confirmed by the parent CA. If the parent CA detects
that the vehicle is requesting different pseudoIDs at the same
LI, it can simply reject the request and send a negative
acknowledgment to the requesting vehicle.

9) DENIAL OF SERVICE (DOS) ATTACK
A DoS attack aims to make the system resources unavailable
to its user. In our case, an external adversary can try to flood
the network with fake authentication messages and make
the LI busy. However, the step-wise V2I verification process
first checks the existence of the ephemeral token β in its
database before further processing. This check can be done
extremely fast, allowing LI to reject malicious authentication

messages in the first step of execution. Similarly, if an already
authenticated malicious vehicle as an internal adversary
continuously sends multiple authentication requests, the LI
can detect its activity while authenticating and reject the
malicious requests. Therefore, the step-wise fast verification
allows our scheme to deal with flooded malicious requests
to be rejected extremely fast, reducing the possibility of DoS
attacks significantly.

C. COMPARATIVE SECURITY AND PRIVACY ANALYSIS
Table 3 presents a comparative analysis of security and
privacy strength provided by state-of-the-art schemes and
the proposed scheme. The scheme by Wang et al. [11] is
secure against traceability and original identity-based privacy
thefts and has also achieved resistance against common
security attacks such as confidentiality, integrity, MiMA,
and framing. However, this scheme is vulnerable to replay
attacks as a pseudonym, and its corresponding certificate
can be stolen from a V2I authentication request. It can be
used by another vehicle or adversary with a new timestamp
and location information and can be successfully verified
by the RSUs. Also, the scheme is vulnerable to repudiation
and sybil attacks, as in V2V message sharing, the receiver
vehicle cannot uniquely identify the sender of a message.
Therefore, if a malicious sender randomly chooses a framing-
free key, the receiver vehicle or CA cannot uniquely identify
the sender. Revoking a malicious vehicle will require all
the pseudonyms and corresponding certificates of a vehicle
to be revoked from all RSUs, making it very inefficient.
In the scheme by Cui et al. [17], a vehicle’s original
identity is also shared with cloud service providers, which
can not be fully trusted. Also, the cloud service providers
can communicate with each other and trace a vehicle’s
path easily. It is also vulnerable to repudiation and sybil
attacks, and revocation of malicious vehicles is not possible.
The authentication request sent by a vehicle to a leader
edge node in the scheme proposed by Yang et al. [8]
includes the original vehicle identity. The request is sent
using a public channel; therefore, identity-based privacy
confidentiality is not preserved, allowing an adversary to
perform MiMA. Even though trust authorities can identify a
malicious vehicle, they can not achieve direct accountability
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by immediately revoking a vehicle for sending malicious
messages. In [12], Feng et al. preserves user privacy in
communication and protects from most of the common
security attacks. However, mutual verifiability is not achieved
as a sender always broadcasts non-confidential messages
without knowing the receiver. Similar to [8], this scheme is
limited to only identifying a malicious vehicle but can not
immediately prevent it from sending malicious messages.
The scheme by Sikarwar and Himani [18] uses pseudonyms
similar to the scheme [11], but fails to protect location-based
traceability as the public key of a vehicle remains the same
and linkable. Also, using the personal ID (Per_ID2) generated
by a vehicle and the public key (Pubkey2), an adversary can
generate the private key (Prikey2). Therefore, integrity is lost,
allowing adversaries to perform MiMA and replay attacks.
Revocation of malicious vehicles is not possible. Heavy
computation requirements in the authentication process make
all these comparative schemes vulnerable to DoS attacks.
The proposed scheme overcomes these issues and guarantees
strong security and privacy.

VI. PERFORMANCE ANALYSIS
Scheme efficiency depends on minimizing several parame-
ters, such as computation costs, communication overhead,
and overall delay. Computation cost represents the execution
delay in performing the cryptographic operations associated
with different subprotocols, expressed in milliseconds or
ms. Communication overhead is the total size of the
message bytes sent during any subprotocol. The overall
delay represents the sum of execution delay and transmission
latency from the sender to the receiver. Table 5 lists the
computation cost for each scheme operation with the number
of cryptographic operations performed.

A. SIMULATION SETUP
The simulation of cryptographic operations to assess compu-
tation delays in the proposed scheme follows a methodology
similar to that used in various VANET schemes introduced
by Yang et al. [8], Wei et al. [7], Feng et al. [12], Sikarwar
and Himani [18] and others. Notably, this simulation strategy
focuses solely on the cryptographic functions utilized in the
proposed scheme to determine their average execution times.
Each cryptographic operation is individually implemented
and then executed multiple times to gauge the average
computation delay. Importantly, this implementation remains
unaffected by parameters such as vehicle speed or status,
as these factors do not impact the execution time of crypto-
graphic operations. Rather, the execution time is contingent
solely upon the simulation platform and available resources,
such as computation power and memory, as previously
mentioned.

To extract the execution times of the cryptographic
functions used in the protocol, we have used an Intel
i7-6500U @ 2.50GHz CPU with two cores and four
logical processors having 16GB of physical memory(RAM).
We have used a Linux virtual environment and implemented

the cryptographic functions in C programming language
using the OpenSSL cryptographic library [31]. The security
parameter is set to 128 − bits security; therefore, the AES
symmetric key is set to 128−bits. Similarly, for the ECDSA,
we have used the standard cryptographic curve “secp256k1”,
which provides a security level of 128 − bits (also used in
bitcoin technology [32]). The “secp256k1”curve is defined
on a prime field of size 256 − bits, and the order of the base
point P is also 256 − bits.

B. COMPUTATION COSTS
To analyze the computation cost, the average execution time
of each cryptographic operation is computed in the scheme
and presented in Table 4. During simulation, we assume
equal computational capabilities for OBUs, LIs, and CAs,
but CAs and LIs typically have greater resources in reality.
From Table 5, a vehicle takes 1.6196ms to generate an
authentication tuple and 1.8317ms to get authenticated by
an LI. Thus, the total computation cost from sending to
acknowledge verification tuple is (1.6196 + 1.8317 +

0.0054) = 3.4567ms. For V2V direct messages, from
generation to authentication, the scheme requires (1.0172 +

2.0648) = 3.082ms for non-confidential and (1.8252 +

2.8728) = 4.698ms for confidential broadcasts. Generating
a report by a vehicle takes 1.015ms, and LI verification takes
2.8728ms. Handover request completion requires (1.8274 +

1.8453) = 3.6727ms. A comparative analysis is done in
Section VI.

C. COMMUNICATION OVERHEAD
With a 128 − bit security level, the hash function outputs
H ,H1, and H2 are 16, 32, and 32 − bytes respectively.
This makes the secret license LIC, pseudoID α, and
ephemeral token β each 16 − bytes in size. Utilizing the
“secp256k1”curve, a private key amounts to 32 − bytes, and
a public key occupies 64 − bytes. For AES encryption in
GCM (Galois/Counter Mode) [33], the encrypted ciphertext
size equals plaintext size plus an additional 16 − bytes
for the authentication tag. In V2I authentication, auxiliary
information r is fixed at 16 − bytes.
Table 6 displays the total message sizes for each subpro-

tocol in our scheme, facilitating computation cost analysis.
Notably, in V2V message sharing, we’ve excluded the
size of the message tuple, focusing solely on security and
authenticity. This omission includes the size of ζ , which
represents the encrypted traffic information that vehicles
share. Since traffic data varies, we exclude the size of ζ from
consideration. Similarly, when determining the report tuple
size, we exclude the incident messages ζ and ctm as they fall
outside our scope.

D. OVERALL DELAY
Let us consider the average transmission latency of a message
from a sender point to a receiver is Lch. Notably, the
transmission latency depends on several parameters, such as
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TABLE 4. Execution times of different cryptographic operations in our scheme.

TABLE 5. Computation cost of all scheme operations in the proposed protocol.

TABLE 6. Communication overhead or message sizes of each subprotocol in our scheme.

the type of communication channel, the topology, vehicle
speed, etc. However, for simplicity in the simulated case
study and consistency in comparative studies, we have
considered a generalized representation of these factors by
Lch. To analyze the overall delay, we combine computa-
tion costs as execution delays and then add transmission
latency.

OverallDelay = TotalExecutionDelay

+ TotalTransmissionLatency

In the proposed scheme, a vehicle’s total execution delay for
V2I authenticated key sharing is 3.4567ms, requiring two
transmissions (vehicle to LI, LI to vehicle). Thus, the overall
latency for V2I communication is (3.4567+2∗Lch)ms. V2V
non-confidential execution delay is 3.082ms, with a single
transmission directly from vehicle to vehicle, resulting in
an overall V2V delay of (3.082 + Lch)ms. A confidential
direct V2V broadcast requires (4.6980 + Lch)ms. A report
takes an overall delay of (1.015 + 2.8728 + Lch)ms =

(3.8878 + Lch)ms, while a handover from vehicle to CA
entails an overall delay of (3.6727+ 2Lch)ms. For efficiency
comparison, see Table 7, which represents delay reduction
with similar state-of-the-art schemes.

VII. COMPARATIVE STUDIES
In this section, we have analyzed and discussed the efficiency
gains and advantages of our proposed distributed authentica-
tion scheme in decentralized VANETs compared to similar
state-of-the-art schemes.

A. COMPARATIVE EFFICIENCY ANALYSIS
To evaluate the efficiency of our protocol in reducing com-
putation cost, communication overhead, and overall delay,
we conducted a comparative analysis by benchmarking it
against state-of-the-art protocols from existing literature. For
a fair comparison, we have chosen only those schemes that
have also proposed distributed authentication techniques for
VANETs using ECC-based, bi-linear-based, and PKI-based
protocols. From Table 1, we specifically selected two
ECC-based schemes by Cui et al. [17] and Wei et al. [7],
which provide an authenticated V2I key-sharing method.
We also considered two bilinear-pairing-based schemes by
Feng et al. [12] and by Sikarwar and Himani [18], chosen
for their exclusive authenticated direct V2V message-sharing
capabilities. In addition, we included two more schemes by
Wang et al. [11] and Yang et al. [8], which, like our own
protocol, offer both V2I authenticated key/token sharing and
direct V2V message sharing.
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For this comparative analysis, we implemented these
selected protocols under the same simulation conditions and
measured the execution time for the cryptographic operations
they entail. The simulation revealed that a bilinear pairing
operation takes approximately Tbp ≈ 2.0132 ms, while an
exponentiation operation with two 128-bit values requires
Texp ≈ 0.0253 ms. The execution time for the Lagrange
interpolation operation is approximately Tlag ≈ 0.1725 ms.
Table 7 presents a comparative efficiency analysis to

perform an authenticated V2I key sharing of our protocol
and the selected protocols, all achieving a security level of
128 − bits. We considered the total execution and communi-
cation requirements for a vehicle to perform authentication
in each protocol. The total latencies are considered by the
number of communications needed by different entities in
the system. For example, 6Lch for scheme [17] means that
the protocol requires six message transfers between various
entities in the system to complete a V2I authentication
and key sharing. For all the schemes assuming that the
underlying channel has an ultra-low latency of Lch ≈ 1 ms
as mentioned in [34] and [35], we evaluated the overall
delay by computing the sum of total execution delay and
total transmission latency. To evaluate the efficiency gain in
delay reduction, we incorporate a multiplicative coefficient
by using the following formula:

Multiplicative Efficiency Coefficient =
Delay of B
Delay of A

where the multiplicative efficiency coefficient represents if
the comparative scheme (B) is faster (< 1) or slower (> 1)
than our scheme (A). In other words, the multiplicative
efficiency coefficient shows if our proposed scheme is
relatively fast or slow compared to other schemes. If the
value of the multiplicative co-efficient is < 1, it means
that the comparative scheme has a lower delay and is faster
than our scheme. In contrast, if it is > 1, our scheme has
a lower delay and is faster than the comparative scheme.
The exact computed value of the multiplicative efficiency
coefficient measures howmuch our proposed scheme is faster
or slower than other schemes in terms of delay. Analysis
of Table 7 reveals that compared to our proposed scheme,
other ECC-based approaches incur a longer delay that makes
them, at most, around 2.3 times slower when executing V2I
authenticated key sharing. Moreover, pairing-based protocols
exhibit a much longer delay that can be as high as≈ 3.9 times
our proposed scheme’s delay, making them ≈ 3.9 times
slower in V2I authenticated key sharing.

Similarly, Table 8 presents a comparative efficiency to
perform directly authenticated V2V message sharing of our
protocol and the selected protocols. The V2V execution
delay represents the total execution time required from
generating a message by the sender to verifying it at the
receiver. The required channel latency is Lch for all the
schemes as we have only selected protocols that achieve
direct V2Vmessage sharing. The comparative efficiency gain
From Table 8 shows that in comparison with our proposed

scheme, the comparative state-of-the-art schemes have a
maximum of ≈ 7.5 times longer delay, making them ≈ 7.5
times slower in performing V2V authenticated message
sharing. Note that we have considered the computation
time for non-confidential broadcast in V2V message sharing
for comparative fairness as none of the other selected
comparative schemes provides a V2V confidential message
sharing.

An alert within V2V communication signifies a message
containing time-sensitive information necessitating imme-
diate transmission and verification. As mentioned earlier,
transmitting emergency alerts with proximity considerations
aimed at collision avoidance is critical for V2V commu-
nication. Particularly for vehicles operating at high speeds,
it becomes imperative to generate and send alert messages
swiftly, ensuring prompt delivery of the message to the
receiver(s). In scenarios where protocols involve substantial
computation durations for transmitting and receiving alert
messages, there’s a risk that by the time the receiving
vehicle(s) get the alert, they may have already traveled
far enough that avoiding a collision becomes impossible.
Therefore, reducing V2V execution time in generating and
verifying messages directly facilitates vehicles in executing
and transmitting emergency messages quickly, even when
traveling at high speeds and in close proximity to other
vehicles. Considering Lch ≈ 1 ms [34], our scheme
requires≈ (3.3753+1) = 4.3753ms to successfully send and
receive an alert using the same hardware simulation setup.
This is significantly lower than the time required to execute
and send a V2V message in other comparative schemes pre-
sented in Table 8. With the use of lightweight cryptographic
operations and keeping the number of operations low in
sending and receiving direct V2V authenticated messages,
we have achieved a high-efficiency gain in V2V alert sharing.

B. DISCUSSIONS
Below, we summarize the insights of the comparative studies.

1) The proposed distributed VANET architecture offers
significant advantages over traditional centralized
VANETs, particularly in terms of scalability, fault
tolerance, and overall reliability. By distributing tasks
among multiple CAs, the architecture eliminates bot-
tlenecks and enables efficient task distribution as the
network scales. Additionally, the architecture ensures
fault tolerance by tolerating failures of both CAs and
LIs, with adaptive control mechanisms to manage
network disruptions. Moreover, the distributed nature
of the architecture enhances security and privacy
through collaborative security defenses and improves
resource availability by eliminating single points of
failure. These features collectively contribute to a
more robust and reliable VANET communication
system, capable of meeting the demands of diverse and
dynamic environments.

2) The proposed distributed LI-based authentication
scheme effectively addresses scalability limitations and
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TABLE 7. In above we present a comparative efficiency analysis of V2I authenticated key sharing with state-of-the-art schemes and our proposed
scheme. The execution delay reports the amount of delays obtained from the cryptographic operations. The transmission latency amounts the total
channel communication delays. The overall delay provides an estimated delay in ms by summing up the execution delays, with the total transmission
latency assuming Lch ≈ 1 ms. The delay comparison provides a multiplicative coefficient representing if the comparative scheme is slower(> 1) or faster
(< 1) than our proposed scheme.

TABLE 8. In above we present comparative efficiency analysis of V2V authenticated key sharing with state-of-the-art schemes and our proposed scheme.
The execution delay reports the amount of delays obtained from the cryptographic operations. The transmission latency amounts the total channel
communication delays. The overall delay provides an estimated delay in ms by summing up the execution delays, with the total transmission latency
assuming Lch ≈ 1 ms. The delay comparison provides a multiplicative coefficient representing if the comparative scheme is slower(> 1) or faster (< 1)
than our proposed scheme.

reliability issues inherent in centralized authentication
mechanisms in high-density VANETs. By decentral-
izing authentication and assigning Local Inspectors
(LIs) to verify requests locally, the system mitigates
concerns such as CA overloading, network congestion,
and reliance on a single point of failure. With
LIs handling authentication regionally, the impact of
hardware or communication failures in specific areas
on overall system functionality is minimized, ensuring
high reliability. Furthermore, by bypassing the need for
authentication requests to reach centralized authorities,
our scheme eliminates additional delays associated
with CA operations, promoting faster response times
and enhancing reliability, particularly in time-sensitive
communication scenarios within dense VANET envi-
ronments.

3) The immediate revocation feature in the VANET
environment significantly enhances security by swiftly
blacklisting the public key of disputed senders upon
verification of a valid report. This proactive measure,
as detailed in the protocol, enables Local Inspectors
(LIs) to broadcast the blacklist to their respective
regions promptly, ensuring that all valid vehicles

cease receiving malicious messages from the identified
malicious senders. By preventing the propagation of
these harmful messages, the immediate revocation
feature effectively mitigates the risks associated with
compromised communication channels, thereby bol-
stering safety for drivers and passengers within the
VANET ecosystem.

4) The detailed privacy and security analysis in Section V,
and the comparative analysis in Table 3 make it clear
that our scheme is secure and can protect against
various security attacks to which similar schemes are
vulnerable. Therefore, our proposed scheme provides
better passenger safety in VANET communications.

5) The performance analysis in Section VI and the
comparative efficiency analysis from Table 7 and
Table 8 show that our scheme requires comparatively
less computation cost and overall delay in both V2V
key sharing and V2V message sharing. The efficiency
of the proposed V2I key sharing and V2V message
sharing in VANETs heavily relies on employing
lightweight cryptographic techniques such as symmet-
ric key encryption/decryption and simple hash func-
tions. By minimizing ECC-based operations, limiting
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protocol-specific variables, utilizing non-interactive
communication, and reducing third-party involvement,
the scheme significantly decreases computation and
communication costs while maintaining a high level
of security. Additionally, the shorter travel path of
authentication requests in distributed authentication
further enhances efficiency by eliminating delays
associated with centralized VANET architectures.

6) Even though the simulation results are platform-
dependent, meaning that the execution times for
cryptographic operations highly depend on the selected
cryptographic library, simulation software, and hard-
ware capabilities, our scheme will consistently outper-
form the selected state-of-the-art comparative schemes
regarding computation, communication, and overall
delay due to the selection of lightweight cryptographic
operations and reduction in trust party involvements.

VIII. CONCLUSION
This research addresses critical privacy and security chal-
lenges in Vehicular Ad Hoc Networks (VANETs) by intro-
ducing a novel hierarchical decentralized VANET authen-
tication system. The proposed system eliminates single-
point failures, enhances user autonomy during registration,
and enables efficient and privacy-preserving Vehicle-to-
Infrastructure (V2I) and Vehicle-to-Vehicle (V2V) com-
munication. It offers swift and privacy-preserving vehicle
revocation and supports close proximity alerts, allowing
quick emergency responses. These contributions represent
a significant step towards mitigating VANET security
concerns, reducing latency, and prioritizing the privacy
and security of vehicles in V2V and V2I communication.
By eliminating the communication bottlenecks and effi-
ciently offering immediate revocation of malicious vehicles,
the proposed solution offers a promising advancement in
the field of VANET connectivity and security. This research
paves the way for a more resilient and responsive VANET
ecosystem that can significantly enhance road safety and
traffic management while safeguarding sensitive data and
ensuring prompt communication in critical situations.
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