
 
 

 

 
 

An Efficient Wireless Control Plane for Software Defined Networking in Data Center Networks

UMAIR, Zuneera; QURESHI, Umair Mujtaba; CHENG, Yingying; JIA, Xiaohua

Published in:
IEEE Access

Published: 01/01/2019

Document Version:
Final Published version, also known as Publisher’s PDF, Publisher’s Final version or Version of Record

Publication record in CityU Scholars:
Go to record

Published version (DOI):
10.1109/ACCESS.2019.2914771

Publication details:
UMAIR, Z., QURESHI, U. M., CHENG, Y., & JIA, X. (2019). An Efficient Wireless Control Plane for Software
Defined Networking in Data Center Networks. IEEE Access, 7, 58158-58167.
https://doi.org/10.1109/ACCESS.2019.2914771

Citing this paper
Please note that where the full-text provided on CityU Scholars is the Post-print version (also known as Accepted Author
Manuscript, Peer-reviewed or Author Final version), it may differ from the Final Published version. When citing, ensure that
you check and use the publisher's definitive version for pagination and other details.

General rights
Copyright for the publications made accessible via the CityU Scholars portal is retained by the author(s) and/or other
copyright owners and it is a condition of accessing these publications that users recognise and abide by the legal
requirements associated with these rights. Users may not further distribute the material or use it for any profit-making activity
or commercial gain.
Publisher permission
Permission for previously published items are in accordance with publisher's copyright policies sourced from the SHERPA
RoMEO database. Links to full text versions (either Published or Post-print) are only available if corresponding publishers
allow open access.

Take down policy
Contact lbscholars@cityu.edu.hk if you believe that this document breaches copyright and provide us with details. We will
remove access to the work immediately and investigate your claim.

Download date: 24/05/2023

https://scholars.cityu.edu.hk/en/publications/an-efficient-wireless-control-plane-for-software-defined-networking-in-data-center-networks(4f7fe07d-5065-4ef1-b387-3b5ec0e1dd58).html
https://doi.org/10.1109/ACCESS.2019.2914771
https://scholars.cityu.edu.hk/en/persons/zuneera-umair(d1829863-37a2-4274-9d5f-cc6cc5d6b306).html
https://scholars.cityu.edu.hk/en/persons/umair-mujtaba-qureshi(3d971c48-31cc-44a9-af50-25ffbcb74932).html
https://scholars.cityu.edu.hk/en/persons/xiaohua-jia(1c7937b1-03c9-4df8-994f-45e757464bb0).html
https://scholars.cityu.edu.hk/en/publications/an-efficient-wireless-control-plane-for-software-defined-networking-in-data-center-networks(4f7fe07d-5065-4ef1-b387-3b5ec0e1dd58).html
https://scholars.cityu.edu.hk/en/publications/an-efficient-wireless-control-plane-for-software-defined-networking-in-data-center-networks(4f7fe07d-5065-4ef1-b387-3b5ec0e1dd58).html
https://scholars.cityu.edu.hk/en/journals/ieee-access(46e65d27-45dd-48ce-aabc-b8c28f596dbc)/publications.html
https://doi.org/10.1109/ACCESS.2019.2914771


Received April 1, 2019, accepted April 21, 2019, date of publication May 3, 2019, date of current version May 15, 2019.

Digital Object Identifier 10.1109/ACCESS.2019.2914771

An Efficient Wireless Control Plane for Software
Defined Networking in Data Center Networks
ZUNEERA UMAIR , (Student Member, IEEE),
UMAIR MUJTABA QURESHI , (Student Member, IEEE),
YINGYING CHENG , AND XIAOHUA JIA , (Fellow, IEEE)
Department of Computer Science, City University of Hong Kong, Hong Kong

Corresponding author: Zuneera Umair (zaziz3-c@my.cityu.edu.hk)

This work was supported by CityU under Project 11214316.

ABSTRACT Software defined networking (SDN) has re-defined the way data center networks are deployed
and functioned. The ability to separate the control plane and data plane have led to the simpler design
and easier management. In SDN, the data plane and control plane are separately managed, so building
an additional wired network to connect the control plane and the data plane can lead to a high cabling
complexity. This paper proposes an end-to-end end wireless control plane architecture for SDN-enabled
data center networks. In the proposed architecture, the switches form clusters that are wirelessly connected
to the controller via access points (APs) and relay nodes (RNs). The switches use the 2.4/5-GHz band to
connect with the APs, whereas the APs and the RNs are connected to the controller using the 60-GHz band.
We have presented an analytical model to derive achievable data rates in our wireless control plane. We have
also proposed two algorithms that allow an optimal number of a cluster size of the switches to be connected
with the Controller via minimum number to APs/RNs such that the control traffic demands of the switches
is guaranteed in interference constrained environment. Through extensive simulations, the results of our
proposed architecture show that the cabling complexity in the control plane is reduced to zero and additional
switches may be easily added in SDN data center. Thus, a pure wireless solution for building a control plane
in a data center network is feasible.

INDEX TERMS Data center networks, software-defined networks, wireless control plane.

I. INTRODUCTION
Traditional data center networks require switches to perform
control functions such as routing in a distributed manner.
Software-defined networking (SDN) decouples the control
plane from the data plane and centralizes the control plane
via a controller [1]. This allows each switch to only keep data
plane functions such as packet switching.With SDN, network
management has become easier and dynamic with the help
of centralized and programmable control [2]. To separate
the traffic of control plane from the data plane, a separate
physical network is required to connect all switches to the
controller. However, it is an intricate task to build such a
dedicated wired network for the control plane [3]. It may
incur enormous cabling effort to ensure the full connectivity
between the all switches and the controller [4].

Recent studies on data center architectures propose
wireless solutions to interconnect the switches instead of

The associate editor coordinating the review of this manuscript and
approving it for publication was Xiaofei Wang.

using cables [5]. There are two major candidate technologies
for wireless data centers: Free Space Optics (FSO) and Radio
Frequency (RF) links [6]. Extensive research has been dedi-
cated to augmenting the traditional data centers with wireless
capability using these two candidate technologies [6]–[16].
There are two main reasons of why these existing schemes
cannot be directly applied to the formation of wireless con-
trol plane in SDN data center. First, these schemes propose
wireless solutions for data planes where the interconnection is
between switches rather than switches being connected to the
Controller. Secondly, the data traffic volume is usually very
high compared to low control traffic demands. Therefore,
in this paper, we propose an end-to-end wireless network
architecture for connecting the switches to the Controller in a
control plane when deploying SDN in data center networks.

In a control plane of SDN data center, it is required to
connect all switches to the SDN Controller. In order to build
a wireless network connecting all switches to the SDN con-
troller, we need to equip each Top of Rack (ToR) switch
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with wireless radio(s). The controller is also equipped with
wireless radios. As there are thousands of ToR switches
in a data center network, many ToR switches may not be
able to make a direct connection to the controller. Moreover,
the throughput between the ToR switches and Controller may
not be satisfied due to the poor signal strength if wemake long
distance wireless links from switches to the Controller.

FIGURE 1. Switches in a data center are divided into clusters and each
cluster is connected to an AP using directional antennas. The APs are
connected to the controller via RNs. The switches communicate with the
APs using frequency f1 which is 2.4/5 GHz. The APs/RNs communicate
with the controller using frequency f2 which is 60 GHz.

To address the aforementioned issues, we propose a pure
wireless control plane architecture, as shown in Fig. 1. The
ToR switches are grouped into clusters and communicate
with the controller via Access Points (APs). For the APs that
are far away from the controller, we add Relay Nodes (RNs)
so that the connectivity between the APs and the Controller
is guaranteed. The ToR switches communicate with the APs
using the 2.4/5 GHz band, whereas the APs/RNs communi-
cate with the controller using the 60 GHz band. This archi-
tecture can be easily applied to form a wireless control plane
in a SDN data center irrespective of the switch and Controller
type. In our work, we assume the wireless channel capacity
of the controller is able to meet the cumulative demand of the
ToR switches. If the cumulative demand of the ToR switches
exceeds the wireless channel capacity of one controller, then
more controllers need to be introduced to form a networked
control plane which is beyond the scope of this paper. In this
paper, we focus on deriving the wireless channel capacity
for a single controller. We will evaluate the wireless channel
capacity of one controller by placing the minimal number
of APs and RNs to connect all the ToR switches to the
Controller.

The aim of this work is to minimize the number of APs
and RNs that are to be placed in the network. Given the
number of ToR switches, their locations in a data center and
their control traffic demand, the problem of our concern is
to place the minimal number of APs and RNs such that all
the ToR switches can communicate with the Controller via
wireless channels and their control traffic demand is satisfied.
In this paper, we first formulate the problem of building a
wireless control plane. Then, we design an analytical model

that helps to determine the number of APs or the cluster size
of the ToR switches and the placement of APs in the network.
Two algorithms are proposed for the wireless control plane
architecture. The first one is the AP placement algorithm
and the second one is the RN placement algorithm. Through
extensive simulations, we demonstrate that a reasonable num-
ber of APs and RNs are required to support the control traffic
demand of all the ToR switches in our proposed architecture.

The rest of the paper is organized as follows. In Section II,
the related work is discussed. In Section III, we present the
system model and our problem formulation. In Section IV,
the algorithms for AP and RN placement are given.
In Section V, we present the simulation settings and the
performance evaluation results. Finally, Section VI concludes
the paper.

II. RELATED WORK
There have been some studies working onwireless data center
networks. In [7], Shin et al. investigated the feasibility of
wireless data center networks by using 60 GHz radios. The
authors suggested a cylindrical design for the switch rack and
construct a topology through Cayley graphs so that all the
switches are interconnected to each other.

In another work [10], Halperin et al. used 60 GHz links
for inter-rack communication. The authors suggested that by
using 60 GHz directional links, concurrent multi-Gbps data
rates can be achieved. In a similar work [9], the authors also
used 60 GHz link with 3D beam forming to reduce interfer-
ence. In this work, the authors focused on link blockage and
link interference problems to increase overall link range and
number of concurrent transmissions.

In another work [11], Zhu et al. suggested a facilities net-
work which is connected to ToR switches through 60 GHz
beamforming wireless links. Here the facilities network is
mainly used for issues like link coordination, link interference
and reporting network failures. In their proposed architec-
ture, a number of low-latency control links can concurrently
work to exchange control messages. Zhang et al. [17] mainly
focused on the propagation distance using 60 GHz radios in
data centers. The suggested architecture, Graphite, makes the
best use of the propagation distance by connecting several
servers among each other, which is not the case in existing
studies on 60 GHz wireless data centers. They also built a
testbed to evaluate their design.

A ring shaped architecture is suggested in [18] to enable
a large number of concurrent wireless transmissions within a
data center network. The authors suggested 3D ring reflection
spaces (RRSs) deployment that inherits a precise reflection
method to interconnect a number of wireless links. Their pro-
posed RRSs architecture also reduces wireless interference.

In [8], Hamedazimi et al. suggested a dynamic recon-
figurable design for data center networks. In this work,
the authors proposed a wireless network in which Free Space
Optic (FSO) links are installed for inter-rack communica-
tion. To the best of our knowledge, none of these studies
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adequately addresses the problem of building a wireless con-
trol plane for deploying SDN in data center networks.

Our work is an extension of our previous work presented
in [3] and [19] where a semi-wireless control pla design is
proposed. Xie et al. [3] and Umair et al. [19] proposed to
connect the ToR switches with the controller via APs. The
switches are connected to the APs using wireless channels
and the APs are further connected to the controller using
cables. The authors have presented an analytical design to
calculate the cluster size of the switches. In this paper,
we propose a completely wireless control plane design for
software-defined data center networks. We propose to use
two frequency bands at the same time. The 2.4/5 GHz direc-
tional antennas are used for the communication between the
switches and the APs, whereas 60 GHz directional antennas
are used for the communication between the APs/RNs and the
controller. Therefore, in this work we minimize the number
of APs and RNs for deploying a completely wireless control
plane in a data center network.

III. SYSTEM MODEL AND PROBLEM FORMULATION
In this section, we first present the system model and then
formulate the problem of placing access points (APs) and
relay nodes (RNs). The goal is to build a wireless network
that connects the ToR switcheswith the Controller in a control
plane of a SDN-enabled data center network. In the wireless
network, all the ToR switches can communicate with the
Controller through wireless channels while the control traffic
demand of all the ToR switches is satisfied.

A. SYSTEM MODEL
Suppose that we are given a data center network. As shown
in Fig. 1, the data center network consists of a set of ToR
switches denoted by S, a set of APs denoted by A, a set
of RNs denoted by R, and a controller C . Each ToR switch
si ∈ S has a fixed location. Associated with each ToR
switch is its control traffic that is to be sent to the SDN
controller. Usually the control traffic is bursty in nature, so it
is assumed that all the ToR switches in the network have
the maximum control traffic demand of λ. In order to build
a wireless control plane, we first divide the ToR switches
into equal-sized square-shaped clusters. The ToR switches in
one cluster are connected to one AP, which is placed at the
geographic center of the cluster and at a height. The switch
antennas are installed such that they face upward towards the
AP. Each AP, denoted by aj ∈ A, is further connected to the
controller using wireless links either directly or via RNs. If an
AP is out of the transmission range of the controller, then a
RN is used to connect the AP to the controller. A RN, denoted
by rk ∈ R, can only be placed at given candidate locations in
the data center.

The wireless control plane network consists of two com-
ponents: an access network and a backbone network. In the
access network, all the ToR switches communicate with the
APs, whereas the backbone network consists of the con-
nections from the APs/RNs to the controller. All the ToR

FIGURE 2. Use of directional antennas and multiple access techniques in
the proposed architecture. From switch to AP, we use TDMA with
directional antennas. From AP/RN to controller, we use OFDMA with
directional antennas.

switches, APs, RNs and the controller are equipped with
directional antennas as shown in Fig. 2. In the access network,
each AP receives the control traffic from the ToR switches
using 2.4/5 GHz band. In the backbone network, this aggre-
gated traffic from each AP is transmitted to the next hop
(a RN or the controller) using 60 GHz band. The reason
we use 60 GHz for the backbone network is to reduce the
interference between the access and backbone networks of the
wireless control plane. We assume that the APs and the RNs
use a beamforming technique to increase the transmission
distance and to reduce the interference. With the beamform-
ing technique, an array of antennas is installed on each AP
or each RN. These multiple antennas installed on the same
AP/RN will direct the beam in one direction to increase the
transmission distance and throughput [20].

In order to avoid wireless transmission collisions, mul-
tiple access technologies are employed for the switches
within the same cluster. We use Time-Division Multiple
Access (TDMA) to schedule packets sent from the ToR
switches to the APs. We use Orthogonal Frequency-Division
Multiple Access (OFDMA) for the communication between
the APs/RNs and the controller. OFDMA supports multiple
orthogonal channels and thus simultaneous connections from
the APs/RNs to the controller can be supported. We use phys-
ical interference model to analyze the maximal throughput of
the network. The nodes that transmit concurrently and use
the same channel can cause interference to each other. For
simplicity, we evaluate the wireless capacity of one controller
for uplink transmission only. However, the same model can
be easily applied to the case of downlink transmission.

To beginwith placing theminimal number ofAPs andRNs,
we need to compute the maximal data rate of ToR switches,
APs and RNs supported by wireless channels. To determine
the maximal throughput (i.e., the wireless data rate) of a ToR
switch, we need to compute the Signal to Interference Noise
Ratio (SINR). By definition, SINR is given in Eq. (1) as
follows:

SINR =
Ps

ζ + No
, (1)
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where Ps is the signal power of a ToR switch, ζ is the
interference power and No is the background noise. We first
compute the signal power and the interference power for
the communication from the ToR switch to the AP in its
cluster. For this goal, we need to determine the path loss of
a transmission from ToR switch si to AP aj. The path loss of
the transmission fromToR switch si to AP aj can be computed
by the ITU Indoor Path Loss Model [21], which is given as
follows:

ρij ≥ 20 log fij + 10κ log dij + Pf (n)− 28, (2)

where fij is the frequency of operation between ToR switch si
and AP aj, κ is the path loss exponent ranging from 2 to 4,
dij is the distance between ToR switch si and AP aj. Pf (n) is
the floor loss penetration factor (which is 0 in our data center
network). The path loss given in Eq. (2) may increase due to
other factors such as reflection from metal frames and signal
absorption in walls of the data center. The signal power at AP
aj from ToR switch si is thus derived as follows:

Pij =
Pi
ρij
, (3)

where Pi is the transmission power of a ToR switch antenna.
Next, we compute the interference power on link lij from

the ToR switch si to the AP aj. As we use TDMA within one
cluster, the interference can only be caused by simultaneous
transmissions from the other clusters. The interference power
is thus formulated as follows:

ζ (lij) =
∑

si′ εS/Sj

Pi′j =
∑

si′ εS/Sj

Pi′

ρi′j
, (4)

where si′ are the ToR switches that interfere with the link lij
and Sj is the set of ToR switches connected to AP aj.
The SINR of the link lij can now be calculated as follows:

SINRij ≈
(Pi/ρij)Gi∑

si′ εS/Sj
(Pi′/ρi′j)Gi′ + No

, (5)

whereGi andG′i are the gains of transmission and interference
respectively for the ToR switch si.No is the noise factor whose
value is small enough to be ignored.

The achievable data rate of a ToR switch si when TDMA
scheme is employed can now be computed as:

λ∗i ≈
SINRij.Bj
Eb/No.|Sj|

, (6)

where Bj is the wireless channel capacity of the AP aj com-
puted using Shannon Hartley Equation [22]. Eb/No is the Bit
Energy to Noise ratio. |Sj| is the number of ToR switches
connected to AP aj.

After the achievable data rate of ToR switch is determined,
we now compute the achievable wireless data rate of the
APs and the RNs. As we use OFDMA in the backbone
network, it is assumed that a set of orthogonal channels with
a collective subcarrier bandwidth is allocated to each AP and
RN. We propose to use a beamforming technique to focus

the transmission of an AP in one direction. This provides
enough bandwidth to transmit the control traffic from the ToR
switches to the controller.

In order to compute the achievable data rate of the APs
and the RNs, we compute the SINR between APs/RNs and
the controller using the Log Distance Path Loss Model [23].
The achievable data rate αj of an AP can be formulated as
follows:

αj ≈
SINRjc · Bc
Eb/No

, (7)

where SINRjc is the SINR achieved between AP aj and the
controllerC . Bc is the wireless sub-carrier transmission band-
width allocated to the AP. The achievable data rate of a RN
can be computed as follows:

γk ≈
SINRkc · Bc
Eb/No

, (8)

where SINRkc is the SINR between RN rk and Controller
C . Once the achievable data rates are determined, we can
formally define the problem of placing APs and RNs in the
next subsection.

B. PROBLEM FORMULATION
The problem of our concern is to place the minimal number
of APs and RNs that can satisfy the traffic demand between
the ToR switches and the controller and their full connectiv-
ity is guaranteed. The problem of placing APs and RNs is
formulated as follows:

min. |A| + |R|, (9)

s.t. λ∗i ≥ λ, (10)

α∗j ≥
∑
siεSj

λ∗i , (11)

γ ∗k ≥
∑
ajεAk

α∗j +
∑
riεRk

γ ∗i . (12)

In Eq. (10), it is specified that the achievable data rate of
a ToR switch should be greater than or equal to its control
traffic demand. The constraint in Eq. (11) states that the
placed AP should meet the cumulative traffic demand of
the ToR switches in its cluster. Finally, Eq. (12) means that
the RN should meet the cumulative demand of all the APs and
RNs connected to that RN, where Ak and Rk denote the set of
APs and the set of RNs respectively, which are connected to
RN rk .

In the next section, we propose two algorithms that respec-
tively place the minimal number of APs and the minimal
number of RNs. Meanwhile, our algorithms guarantee that
the control traffic demand of all the ToR switches is met and
all the ToR switches can communicate with the controller
through the wireless network.

IV. SOLUTION
In this section, we propose two algorithms. Algorithm 1 is
to place the minimal number of APs to cover all the ToR
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Algorithm 1 AP Placement Algorithm
Input: The set of ToR switches denoted by S, the control

traffic demand of each ToR switch λ, the wireless channel
capacity of each AP Bj;

Output: The locations of APs;
1: Smin = 1;
2: Smax = |

Bj
λ
|;

3: while Smin 6= Smax do
4: Stmp = baverage(Smin, Smax)c;
5: Divide S in clusters of size Stmp;
6: Place AP at the center of each cluster;
7: Compute max λ∗i among all clusters by Eq. 6;
8: if λ∗i ≥ λ then
9: Smin = Stmp + 1;
10: else if λ∗i < λ then
11: Smax = Stmp − 1;
12: end if
13: end while
14: Return cluster size Stmp and locations of APs;

switches by computing the maximal cluster size. Whereas
Algorithm 2 aims to place the minimal number of RNs that
connects all the APs to the controller.

A. PLACEMENT OF ACCESS POINTS
In the AP Placement algorithm, we place the minimal number
of APs by assigning the maximal number of ToR switches to
an AP, so that the control traffic demand of all switches can be
met. The ToR switches are clustered and anAP is placed at the
center of each cluster. The maximal cluster size is computed
through a modified binary search algorithm. The cluster size
computed through Algorithm 1 may not equally divide the
whole data center, so the ToR switches at the borders of the
data center may form clusters with less number compared
to the maximal cluster size. In our proposed algorithm, each
cluster is square in shape. If the cluster size can not form a
square shape, we select the cluster shapes that are closest to
square shape. This can be achieved by computing the width-
to-length ratio for all possible combinations of the cluster
size. Once the maximal cluster size is determined, the data
center can be divided into equal sized clusters and the APs
are placed at the center of the clusters.

The details of our AP Placement algorithm are given in
Algorithm 1. We begin by initializing the minimum cluster
size, Smin = 1. The maximum cluster size is set to the number
of ToR switches each AP can support with its maximum
wireless channel capacity Bj i.e. Smax = |

Bj
λ
|. Then we run

a modified binary search to compute the maximal cluster size
that satisfies the control traffic demand of the ToR switches.
The cluster size, denoted by Stmp is iteratively computed. The
maximum achievable data rate among the ToR switches in
all clusters is also computed until the control traffic demand
of each ToR switch is satisfied. Once the cluster size that
satisfies the control traffic demand is obtained, we place an

AP at the center of each cluster based on that cluster size.
The location of each cluster center is obtained by calculating
the centroid of the locations of the corner ToR switches.
This algorithm returns the maximal cluster size of the ToR
switches and the locations of the APs.

In Algorithm 1, the APs are placed such that the control
traffic demand of all the ToR switches is satisfied. But the
algorithm still does not guarantee the full connectivity of
the network by connecting all the APs to the controller. It is
possible that some of theAPs cannotmake a direct connection
with the controller. For these APs, we need to place RNs at
certain locations among the given candidate locations in the
data center to connect them to the controller. In Algorithm 2,
we place the minimum number of RNs in the candidate
locations such that the full connectivity of the network is
guaranteed and bandwidth requirements are met.
Algorithm complexity: In order to obtain the optimal cluster

size Stmp, Algorithm 1 performs a binary search over the range
[1, |Bj/λ|], as it is shown from line 3 to line 13. The run time
complexity for the binary search is log |Bj/λ|. In each step of
the binary search, we need to find a cluster shape based on
the cluster size Stmp, as it is shown in line 5. Each cluster is
a square whose size can be denoted by x2. We can find the
maximal x while satisfying x2 ≤ Stmp. The complexity for
computing the cluster shape in line 5 is linear. In summary,
the run time complexity of Algorithm 1 is O(| log |Bj/λ|).

B. PLACEMENT OF RELAY NODES
Suppose that we are given a set of candidate locations for
placing the RNs, denoted by RCL . In Algorithm 2, we place
the minimal number of RNs to satisfy the bandwidth and
connectivity requirements of the control plane. We only need
to connect theAPs that are out of the transmission range of the
controller by using RNs. Let A′ denote the set of APs, A′ ⊆ A,
that are out of the range of the controller. Our algorithm has
two steps. The first step is to use the minimal number of RNs
to connect all APs in A′. We call the RNs that is directly
connected to the APs as the edge RNs, denoted by the set Re.
Each edge RN rk ∈ Re should meet the capacity constraint
to serve the APs that are directly connected to it. The second
step is to place more RNs to interconnect all the edge RNs to
the controller.

In the first step, we assign a weight to each node in RCL .
Theweight of a node rk , rk ∈ RCL , is defined as the number of
APs within the transmission range of rk . Each time, we select
the r∗k ∈ RCL with the highest weight to place a RN in the
location of r∗k . Then, we connect as many APs as possible to
this new RN until it reaches its capacity γk . This operation is
repeated until all APs in A′ are connected to the edge RNs.

At the end of the first step, we have a set of edge RNs
and the controller. The aim of the second step is to place the
minimal number of RNs in the rest of the candidate locations
to interconnect all the edge RNs to the controller. To solve
this problem, we build a backbone tree T . To initialize the
process, we start by connecting the furthest edge relay node
r∗e to the Controller using the shortest path Pr∗e . We then
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Algorithm 2 RN Candidate Location Selection Algorithm
Input: A′ : Set of APs out of range of C;

RCL : Set of candidate locations of RNs;
Output: R : Set of Selected RNs;

Re : Set of Edge RNs;
1: Re← ∅, Atmp← A′;
2: while Atmp 6= ∅ do

//Assign APs to Re
3: Assign weight to each rkεRCL ;
4: Select r∗k εRCL with the highest weight;
5: while γ ∗k ≤ γk do
6: Connect akεA∗k to r

∗
k ;

7: Ak = Ak ∪ {ak};
8: Atmp = Atmp − ak ;
9: end while
10: Re = Re ∪ {r∗k };
11: end while
12: Rtmp← Re; // Connect Edge RNs to Controller
13: Find the shortest path Pr∗e from C to r∗e ; //r

∗
e : Furthest

edge RN from C
14: T ← Pr∗e ; // Build a backbone tree
15: R = R ∪ Pr∗e ;
16: Rtmp = Rtmp − {r∗e };
17: while Rtmp 6= ∅ do
18: Find reεRtmp that is closest to T ;
19: Connect re to T with shortest path Pre under the con-

straint in Eq. 12;
20: R = R ∪ Pre ; // Add all locations of Pre in R;
21: Rtmp = Rtmp − {re};
22: end while

add all the positions of this path in the list of the selected
candidate locations. Next, we connect the remaining edge
RNs by connecting the nearest edge RNs to the backbone
tree using the shortest path until the constraint in Eq. 12
is satisfied. If the constraint is not satisfied, the edge RNs
take another shortest path to the Controller. We add all these
locations from these paths to the list of selected candidate
locations and place RNs at these locations.

At the end of this algorithm, we determine the set of candi-
date locations where the RNs should be placed to connect all
A′ APs to the controller. In the next section, we simulate the
proposed algorithm and evaluate the our theoretical results.
Algorithm complexity: Algorithm 2 consists of two parts.

First, some edge RNs are placed to connect all the APs that
are out of the transmission range from the controller, as it is
shown from line 2 to line 11. The placement of edge RNs
utilizes a greedy algorithm to iteratively place the best RN.
Here, the complexity is O(|A|2), where |A| denotes the total
number of APs. Second, additional RNs are placed in the
data center to connect all the edge RNs to the controller,
as it is shown from line 14 to line 22. A backbone tree is
built by iterating over each edge RN and finding a shortest
path. The total number of candidate RN locations is denoted

FIGURE 3. The data center configuration for simulations with 4900 racks
(ToR switches) arranged in 70 × 70.

by |R|. The run time complexity for the second part is thus
equal to O(|R|3). In summary, the run time complexity of
Algorithm 2 is equal to O(|A|2)+ O(|R|3).

V. PERFORMANCE EVALUATION
In this section, we present the simulation settings and then
evaluate our algorithms of placing APs and RNs.

A. SIMULATION SETTINGS
We introduce a simple data center network consisting
of 4900 ToR switches (70 × 70 racks) as shown in Fig. 3.
The ToR switches are installed in the data center and on top
of each rack. Each rack measures 1m × 0.5m. Between each
rack is a space of 1m horizontally and 1.5m vertically. APs are
installed at a height of 4m from the ToR switches such that
the switch antennas face upward to connect with the APs. The
RNs are installed at the same plane as the APs. The controller
is installed at the ceiling at a height of 9 meters from the ToR
switches and 5m from the plane of APs and RNs. The task
is to connect the ToR switches to the controller in a way that
the control traffic demand of ToR switches is satisfied and the
connectivity is guaranteed from ToR switch to the controller
using the minimal number of APs and RNs.

Next, we introduce the settings of frequency bands.
We simulate with 2.4 GHz and 5 GHz bands using TDMA
scheme from the ToR switches to the APs. For the communi-
cation between the APs/RNs to the controller and the commu-
nication between the APs to the RNs, we use 60 GHz band.
The bandwidth for the channel between the ToR switches
and the APs is 90 MHz (2400-2490 MHz) at 2.4 GHz band
and 160 MHz (5170-5330 MHz) at 5 GHz band. We use
the default settings of 802.11ad [24] for all APs and RN.
Each AP/RN is allocated a subcarrier transmission bandwidth
of 2.15 GHz and has a wireless channel capacity of 1 Gbps
to connect with other APs/RNs. The controller is installed
with 5 directional non-overlapping antennas to receive data
from the APs and the RNs. Each radio of the controller has a
capacity of 1 Gbps.

We simulate the bandwidth for ToR switch antennas of 30◦,
60◦ and 90◦. The transmit power of each ToR switch and each
AP antenna is -10 dB.We assume equal transmission gains of
all switch antennas. As the data center network is indoor and
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TABLE 1. Simulation parameters and values.

noisy, we select a path loss exponent of 3 for our simulations.
The Eb/No is set to 15 dB for reliable communication.
The simulation settings are summarized in Table 1. In the

next subsection, we evaluate the results.

B. EVALUATION OF MAXIMAL CLUSTER SIZE
To evaluate the performance of the proposed architecture,
we first compute themaximal cluster size in the given settings
and physical specifications of the data center. It must be noted
that this is the upper bound of the cluster size. Due to a num-
ber of factors such as interference from other switches, wall
penetration of the signals and signal path loss etc., the actual
number of ToR switches per cluster or the cluster size may be
different. Aswe assume that all the switches (transmitting and
interfering) in our configuration of data center network is set
same, the gains will not havemuch effect on the overall SINR.
This means that if the gains of all switch antennas is set same,
the maximal cluster size will not have a significant change.
In Fig. 4, the results for cluster size for different control
traffic demands ranging from 0.1Mbps to 1Mbps with 5 GHz
frequency setting and 30◦ directional ToR switch antenna are
given. As we have mentioned in the proposed architecture,
it is recommended that the cluster should be square shaped.
This will closely relate to our analytical calculations. In our
simulations, we have compared the actual cluster size and
the near-perfect square-shaped cluster size, which is shown
in Fig. 4.

It is observed in Fig. 4 that the maximal cluster size under
a demand of 0.1 Mbps is 148 ToR switches per cluster. If we
convert this number to the closest perfect square cluster, then
the cluster size is about 144 ToR switches per cluster. As the
demand is increased to 1 Mbps, the perfect square shaped
cluster size is reduced to 9, whereas the actual cluster size is
about 15 ToR switches per cluster. These results are obtained
when all the ToR switch antennas have a beam width of 30◦

and operate at the 5 GHz frequency band. We do not consider
the bandwidth of the AP for receiving data here.

Next, we evaluate the results when using different beam
size of the ToR switch antenna under two different frequency
settings. As the beam size of the ToR switch antenna is
increased, the interference is also increased and thus the

FIGURE 4. Comparison of perfect square cluster size and actual maximal
cluster size with ToR switch antenna beamwidth of 30◦ operating at
5 GHz frequency band for a traffic demand of 0.1 - 1 Mbps.

maximal cluster size will reduce. The reason is that when the
beam size of the ToR switch antenna is increased, the neigh-
bouring ToR switches may interfere with each other when
transmitting simultaneously. Thus, the cluster size will reduce
because the control traffic demands of the ToR switches can
not be satisfied.

Fig.5a shows the results for maximal cluster size under
different beam size of the ToR switch antenna when oper-
ating at 5 GHz frequency. It is observed in Fig. 5a that the
cluster size under a beam width of 30◦ for the ToR switch
antenna using 5 GHz frequrncy band at 0.1 Mbps is about
148. Whereas for 60◦ and 90◦, the cluster size is reduced to
69 and 42 respectively. As the demand is increased to 1Mbps,
the cluster size is 15, 7, and 6 for 30◦, 60◦ and 90◦ ToR switch
antenna respectively.

We also simulate for ToR switch antenna with frequency
settings of 2.4 GHz. The results are shown in Fig. 5b. It is
observed from the results that the maximum cluster size at
this setting is 86, using a ToR switch antenna with a beam
width of 30 degree. As the beam width of a ToR switch
antenna is increased to 60◦ and 90◦, the maximal cluster size
is reduced to 38 and 22 for a demand of 0.1 Mbps. As the
demand is increased to 1 Mbps, the maximal cluster size
is reduced to 8, 2 and 2 respectively for 30◦, 60◦ and 90◦

ToR switch antenna respectively. In comparison to 2.4 GHz
frequency band, 5 GHz band yields higher maximal cluster
size due to the fact that with higher operating frequency the
supporting data rate increases. Considering the same control
traffic demand and changing the frequency of transmission,
5 GHz band transmission will perform better compared to
2.4 GHz due to higher information carrying capacity.

Once the maximal cluster size is determined, the APs are
placed at the center of these clusters by determining the cen-
troid of the locations of the corner ToR switches. In the next
subsection, we evaluate the maximal throughput between the
ToR switches and the controller.

C. EVALUATION OF MAXIMUM THROUGHPUT
As our SDN architecture is purely wireless, the throughput
is smaller when compared to a wired SDN. We evaluate the
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FIGURE 5. Cluster size for different control traffic demands with antenna
beamwidths of 30◦, 60◦ and 90◦. (a) At 5 GHz. (b) At 2.4 GHz.

maximum throughput (achieved between the ToR switches
and the APs) for our data center network shown in Fig. 3.
We select some configurations of the cluster sizes to derive a
specific number of the APs (from 50 to 400 APs) at respec-
tively 5 GHz and 2.4 GHz frequency. The configurations
selected are rounded to nearest square size to match with our
calculations.

The results for the maximal throughput achieved between
the ToR switches and the controller are shown in Fig. 6.
At 5 GHz, the maximal throughput achieved for 50 APs is
0.15 Mbps, whereas at 2.4 GHz, the throughput is reduced
to 0.09 Mbps using a 30 degree ToR switch antenna. As the
cluster size is reduced and the number of APs increase,
the maximal throughput is 1.23 Mbps and 0.69 Mbps at
5 GHz and 2.4 GHz frequency respectively. It can be observed
that with 50 APs, the demand of 0.1 Mbps can be met at
5 GHz, which is sufficient for the common amount of control
traffic in data center networks. For higher control traffic
demands (up to 1 Mbps), the number of APs is increased up
to 400 (approximately 10% of the number of ToR switches)
for 5 GHz. It is not feasible to use 2.4 GHz for control traffic
demands reaching up to 1 Mbps, as then the number of APs
need to be increased a lot. More APs lead to better data rates

FIGURE 6. Maximum Throughput achieved between ToR switch and AP.
(a) At 5 GHz. (b) At 2.4 GHz.

as the cluster size is reduced. However, if the number of APs
is increased then the overall cost of wireless control plane
deployment will increase and the solution may be infeasible.
In the next subsection, we evaluate the result for the RN
placement algorithm.

D. PLACEMENT OF RELAY NODES
In this subsection, we evaluate the effectiveness of our RN
placement algorithm. The RNs can only be placed at the given
candidate locations. In Algorithm 2, we select the minimal
candidate locations to connect the APs with the controller.
As an example, we select the case of 49 ToR switches per
cluster (which gives us 4900

49 = 100 APs). The placement of
the APs and the controller along with the candidate locations
of RNs are shown in Fig. 7. The initial connectivity graph
shown in Fig. 7 is based on the transmission range of RNs,
shadowing and interference in wireless signals between RNs
placed at these candidate locations. There are 16 APs that
are within the transmission range of the controller and can
easily connect with the controller without the help of a RN.
The rest of the 84 APs need to be connected to the con-
troller by placing RNs at candidate locations as computed by
Algorithm 2.
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FIGURE 7. Location of APs, RNs and controller. The black dots represents
the APs, whereas the squares represent the RN, where node 38 is the
controller.

FIGURE 8. Selected RN locations. The solid color nodes represent the
edge RNs and selected extra candidate locations to place the RNs. The
dashed lines represents the initial connectivity graph whereas the bold
lines represent the final backbone tree.

After applying Algorithm 2 to the network in Fig. 7,
we obtain a set of selected edge RNs that connect the APs to
the controller, as it is shown in Fig. 8. A set of 15 candidate
locations r10, r8, r21, r28, r29, r9, r14, r26, r6, r35, r36, r12,
r15, r23 and r31 (arranged in the order of their selection) are
selected to place edge RNs.

Now, our algorithm selects additional candidate locations
to connect these edge RNs to the controller as shown in Fig. 8.
As the algorithm runs, first the furthest candidate node loca-
tion from the Controller is selected. Candidate locations r6,
r9, r35 and r36 are the furthest from the Controller, so node r6
is selected to build the first path. The first path r6−r7−r12−C
is selected. Later this path is joined by r8 − r9 through r12.
Extra candidate sites are also selected through this algorithm
to join the path. As this path can no longer satisfy the con-
straint in Eq. 12, other shortest paths are build the same way
to connect remaining edge RNs.

It is observed from the results that in addition to 15 edge
RNs, 6 extra candidate locations are selected to form the

entire backbone tree. Out of the 37 candidate locations sites,
the algorithm selects a total of 21 candidate sites to place the
RNs in order to guarantee the connectivity and bandwidth
constraint of the network.
Through these simulations, we observed that only a few

number of APs and RNs are required to build a wireless
control plane of 4900 ToR switches or racks in a SDN data
center. The number of APs and RNs are feasible enough to
cut the cabling complexity that would have been involved
in a wired control plane compared to the proposed wireless
control plane solution.

VI. CONCLUSION
In this paper, we proposed an end-to-end wireless control
plane design for SDN-enabled data center networks. We pro-
pose an architecture in which switches form clusters and are
connected to controller via access points (APs) and relay
nodes (RNs). In this architecture, all the nodes use directional
antennas so that the required throughput can be achieved
and interference is reduced. The switches use 2.4/5 GHz fre-
quency band with TDMA to connect with the APs. Whereas
the APs and the RNs use 60 GHz band with OFDMA and
beamforming to connect with the controller.We proposed two
algorithms. The first algorithm computes the maximal cluster
size that satisfies the control traffic demand of the switches.
After the maximal cluster size is determined, the APs are
placed at the centers of these clusters. In the second algo-
rithm, we determined the minimal number of RNs that con-
nect all the APs that are out of the transmission range of
the controller. Our algorithm places the minimal number of
APs and RNs that can build a pure wireless control plane.
The results show that only a few number of APs and RNs
are required for building a pure wireless control plane in a
data center network thus reducing the cabling complexity of
a building an additional wired control plane in SDN data
center. We conclude that it is feasible to deploy an end-to-
end wireless control plane in a data center network using
APs and RNs.

REFERENCES
[1] D. Kreutz, F. M. V. Ramos, P. E. Veríssimo, C. E. Rothenberg,

S. Azodolmolky, and S. Uhlig, ‘‘Software-defined networking: A compre-
hensive survey,’’ Proc. IEEE, vol. 103, no. 1, pp. 14–76, Jan. 2015.

[2] M. F. Bari et al., ‘‘Data center network virtualization: A survey,’’ IEEE
Commun. Surv. Tuts., vol. 15, no. 2, pp. 909–928, 2nd Quart., 2013.

[3] R. Xie, Z. Umair, and X. Jia, ‘‘A wireless solution for SDN (software
defined networking) in data center networks,’’ in Proc. IEEE Global
Commun. Conf. (GLOBECOM), Dec. 2016, pp. 1–6.

[4] J. Mudigonda, P. Yalagandula, and J. C. Mogul, ‘‘Taming the flying cable
monster: A topology design and optimization framework for data-center
networks,’’ in Proc. USENIX Annu. Tech. Conf., 2011, pp. 1–14.

[5] E. Baccour, S. Foufou, R. Hamila, and M. Hamdi, ‘‘A survey of wireless
data center networks,’’ in Proc. 49th Annu. Conf. Inf. Sci. Syst. (CISS),
Mar. 2015, pp. 1–6.

[6] A. S. Hamza, J. S. Deogun, and D. R. Alexander, ‘‘Wireless communi-
cation in data centers: A survey,’’ IEEE Commun. Surveys Tuts., vol. 18,
no. 3, pp. 1572–1595, 3rd Quart., 2016.

[7] J.-Y. Shin, E. G. Sirer, H.Weatherspoon, and D. Kirovski, ‘‘On the feasibil-
ity of completely wirelesss datacenters,’’ IEEE/ACM Trans. Netw., vol. 21,
no. 5, pp. 1666–1679, Oct. 2013.

58166 VOLUME 7, 2019



Z. Umair et al.: Efficient Wireless Control Plane for SDN in Data Center Networks

[8] N. Hamedazimi et al., ‘‘FireFly: A reconfigurable wireless data center
fabric using free-space optics,’’ ACM SIGCOMM Comput. Commun. Rev.,
vol. 44, no. 4, pp. 319–330, Oct. 2014. doi: 10.1145/2740070.2626328.

[9] X. Zhou et al., ‘‘Mirror mirror on the ceiling: Flexible wireless links
for data centers,’’ in Proc. ACM SIGCOMM Conf. Appl., Technol.,
Archit., Protocols Comput. Commun. (SIGCOMM), New York, NY,
USA, 2012, pp. 443–454. [Online]. Available: http://doi.acm.org/10.
1145/2342356.2342440

[10] D. Halperin, S. Kandula, J. Padhye, P. Bahl, and D. Wetherall, ‘‘Aug-
menting data center networks with multi-gigabit wireless links,’’ ACM
SIGCOMM Comput. Commun. Rev., vol. 41, no. 1, pp. 38–49, 2011.
[Online]. Available: http://doi.acm.org/10.1145/2043164.2018442

[11] Y. Zhu et al., ‘‘Cutting the cord: A robust wireless facilities network
for data centers,’’ in Proc. 20th Annu. Int. Conf. Mobile Comput. Netw.
(MobiCom), NewYork, NY, USA, 2014, pp. 581–592. [Online]. Available:
http://doi.acm.org/10.1145/2639108.2639140

[12] H. Huang, X. Liao, S. Li, S. Peng, X. Liu, and B. Lin,
‘‘The architecture and traffic management of wireless collaborated hybrid
data center network,’’ in Proc. ACM SIGCOMM Conf. SIGCOMM,
New York, NY, USA, 2013, pp. 511–512. [Online]. Available:
http://doi.acm.org/10.1145/2486001.2491724

[13] Y. Cui, H. Wang, X. Cheng, and B. Chen, ‘‘Wireless data center network-
ing,’’ IEEE Wireless Commun., vol. 18, no. 6, pp. 46–53, Dec. 2011.

[14] H. Vardhan, S.-R. Ryu, B. Banerjee, and R. Prakash, ‘‘60 GHz
wireless links in data center networks,’’ Comput. Netw., vol. 58,
pp. 192–205, Jan. 2014. [Online]. Available: http://www.sciencedirect.
com/science/article/pii/S1389128613003460

[15] H. Vardhan, N. Thomas, S.-R. Ryu, B. Banerjee, and R. Prakash, ‘‘Wireless
data center with millimeter wave network,’’ inProc. IEEEGlobal Telecom-
mun. Conf. GLOBECOM, Dec. 2010, pp. 1–6.

[16] Y. Katayama, K. Takano, Y. Kohda, N. Ohba, and D. Nakano, ‘‘Wireless
data center networking with steered-beam mmWave links,’’ in Proc. IEEE
Wireless Commun. Netw. Conf., Mar. 2011, pp. 2179–2184.

[17] C. Zhang, F. Wu, X. Gao, and G. Chen, ‘‘Free talk in the air: A hierarchical
topology for 60 GHz wireless data center networks,’’ IEEE/ACM Trans.
Netw., vol. 25, no. 6, pp. 3723–3737, Dec. 2017.

[18] Y. Cui et al., ‘‘Diamond: Nesting the data center network with wireless
rings in 3-D space,’’ IEEE/ACM Trans. Netw., vol. 26, no. 1, pp. 145–160,
Feb. 2018.

[19] Z. Umair, U. M. Qureshi, and X. Jia, ‘‘Wireless control plane for software
defined networks (SDN) in data centers,’’ in Proc. IEEE Globecom Work-
shops (GC Wkshps), Dec. 2018, pp. 1–6.

[20] W. Zhang, X. Zhou, L. Yang, Z. Zhang, B. Y. Zhao, and H. Zheng,
‘‘3D beamforming for wireless data centers,’’ inProc. 10th ACMWorkshop
Hot Topics Netw., New York, NY, USA, 2011, pp. 4:1–4:6. [Online].
Available: http://doi.acm.org/10.1145/2070562.2070566

[21] T. Chrysikos, G. Georgopoulos, and S. Kotsopoulos, ‘‘Site-specific valida-
tion of ITU indoor path loss model at 2.4 GHz,’’ in Proc. IEEE Int. Symp.
World Wireless, Mobile Multimedia Netw. Workshops, Jun. 2009, pp. 1–6.

[22] A. J. Goldsmith and P. P. Varaiya, ‘‘Capacity of fading channels with
channel side information,’’ IEEE Trans. Inf. Theory, vol. 43, no. 6,
pp. 1986–1992, Nov. 1997.

[23] D. Tse and P. Viswanath, Fundamentals of Wireless Communication.
Cambridge, U.K.: Cambridge Univ. Press, 2004.

[24] C. J. Hansen, ‘‘WiGig: Multi-gigabit wireless communications in the
60 GHz band,’’ IEEEWireless Commun., vol. 18, no. 6, pp. 6–7, Dec. 2011.

ZUNEERA UMAIR received the B.Eng. degree
in telecommunication engineering and the M.Eng.
degree in communication systems and networks
from the Mehran University of Engineering and
Technology, Pakistan, in 2011 and 2014, respec-
tively. She is currently pursuing the Ph.D. degree
with the Department of Computer Science, City
University of Hong Kong. Her research inter-
ests include wireless software defined networks
(SDNs), data center networking, and wireless sen-

sor networks (WSNs). She has some publications in the above-mentioned
fields. She is a member of the IEEE Communication Society.

UMAIR MUJTABA QURESHI received the
B.Eng. degree in telecommunication engineering
and the M.Eng. degree in communication systems
and networks from theMehran University of Engi-
neering and Technology, Pakistan, in 2011 and
2014, respectively. He is currently pursuing the
Ph.D. degree with the Department of Computer
Science, City University of Hong Kong. His
research interests include the Internet of Things
(IoT), cyber physical systems, and physical layer

security. He has some publications in the above-mentioned fields. He is a
member of the IEEE Industrial Electronics Society.

YINGYING CHENG received the B.E. degree in
computer science from the South China University
of Technology, in 2012, the M.E. degree in com-
puter science from the Harbin Institute of Tech-
nology, in 2014, and the Ph.D. degree in computer
science from the City University of Hong Kong,
in 2018, where she is currently a Postdoctoral
Fellow with the Department of Computer Science.
She is also a Visiting Research Student with the
University of Toronto, in 2017. Her research inter-

ests include cloud computing, software-defined networks, and big data
analytics.

XIAOHUA JIA received the B.Sc. and M.Eng.
degrees from the University of Science and Tech-
nology of China, in 1984 and 1987, respectively,
and the D.Sc. degree in information science from
The University of Tokyo, in 1991. He is cur-
rently a Chair Professor with the Department of
Computer Science, City University of Hong Kong.
His research interests include cloud computing
and distributed systems, computer networks, and
mobile computing. He is the General Chair of

ACM MobiHoc 2008, a TPC Co-Chair of the IEEE GLOBECOM 2010 Ad
Hoc and Sensor Networking Symposium, and an Area-Chair of the IEEE
INFOCOM 2010 and 2015. He is an Editor of the IEEE INTERNET OF THINGS,
the IEEE TRANSACTIONS ON PARALLEL AND DISTRIBUTED SYSTEMS, from 2006 to
2009, Wireless Networks, the Journal of World Wide Web, the Journal of
Combinatorial Optimization.

VOLUME 7, 2019 58167

http://dx.doi.org/10.1145/2740070.2626328

	INTRODUCTION
	RELATED WORK
	SYSTEM MODEL AND PROBLEM FORMULATION
	SYSTEM MODEL
	PROBLEM FORMULATION

	SOLUTION
	PLACEMENT OF ACCESS POINTS
	PLACEMENT OF RELAY NODES

	PERFORMANCE EVALUATION
	SIMULATION SETTINGS
	EVALUATION OF MAXIMAL CLUSTER SIZE
	EVALUATION OF MAXIMUM THROUGHPUT
	PLACEMENT OF RELAY NODES

	CONCLUSION
	REFERENCES
	Biographies
	ZUNEERA UMAIR
	UMAIR MUJTABA QURESHI
	YINGYING CHENG
	XIAOHUA JIA


