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Abstract
With the popularization of big data, an increasing number of discrete event data
have been collected and recorded during system operations. These events are
usually stored in the formof event logs, which contain rich information of system
operations and have potential applications in fault diagnosis and failure predic-
tion. In manufacturing processes, various levels of correlations exist among the
events, which can be used to predict the occurrence of failure events. However,
two challenges remain to be solved for effective reliability analysis and failure
prediction: (1) how to leverage various information from the event log to pre-
dict the occurrence of failure events and (2) how to model the effects of multi-
ple correlations on the prediction. To address these issues, this paper proposes a
novel reliability model, which integrates Cox proportional hazards (PHs) regres-
sion into survival analysis and association rule mining methodology. The model
is used to evaluate the probability of failure event, which occurs within a cer-
tain period of time conditional on the occurrence history of correlated events.
To estimate parameters and predict occurrence of failure events in the model,
an effective algorithm is proposed based on piecewise-constant time axis divi-
sion, Cox PHs model, and maximum likelihood estimation. Unlike the existing
literature, our model focuses on the interactions among events. The applicabil-
ity of the proposed model is illustrated through a case study of a manufacturing
company. Sensitivity analysis is conducted to illustrate the effectiveness of the
proposed model.

KEYWORDS
association rule mining, Cox proportional hazards model, discrete event data, failure
prediction, reliability evaluation

1 INTRODUCTION

With the fast development of information and sensing technology, multiple sensors have been widely used to monitor
the operating conditions of systems. Sensors are employed to record data recurrently by logging those influential events.
As such, we usually get logs in the form of discrete monitoring data. The event logs usually consist of occurrence times
of various events/errors during machine operation, along a timeline, accompanied by information related to the state
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F IGURE 1 A sketch of event log of occurrence times
and types

of the machine, for example, operational mode change and operating pressure/temperature unsatisfied.1–5 How to effi-
ciently leverage the information in discrete event data and make proper inference for occurrence time of certain events
has become a necessity.
In recent years, most existing literature has focused on different degradation modeling and remaining useful life (RUL)

prediction based on a single event.6–9 A commonpractice for this streamof research is to construct a statisticalmodel based
on historical observations in the training stage and to calibrate the model using in situ sensor measurements collected
from a real-time testing group. These approaches are effective under the assumption that the occurrence of concentrated
events is independent from that of other simultaneously occurring events. In manufacturing machines, however, we may
encounter thousands of events during operation over a week. Therefore, relationships between different events usually
cannot be ignored. This requires us to sort out the dependencies between event groups and how they affect each other.
How tomodel dependences among events in the presence of discrete event data has always been a central issue, which is

valuable for forecasting future events. Cox proportional hazards (PHs) model has been widely used tomodel the influence
of various events.10–12 Yuan et al.13 developed a statistical approach to model the interactive effect of multiple events and
employed Cox PH model for failure prediction. Recently, Deep et al.14 improved traditional Cox PH model by adding
a frailty term to reflect unit-to-unit variation. One can witness from the literature that Cox PH model and its variants
can provide effective attempts to quantify the dependencies among multiple events. However, despite its flexibility and
effectiveness, the Cox PH model is difficult to cope with large scale of covariate variables, especially for discrete event
log in manufacturing that involve hundreds of events. It is time consuming and unnecessary to treat all the events as
covariates.
Before applying the Cox PH model, we first need to discover the events that are most relevant to the failure event.

Association rule mining can be employed for this purpose, which is a powerful data mining approach to discover the
relationship among various discrete events. Association rule mining has been widely used in various industries.15–19 One
can refer to the recent review papers for the general development and applications of association rule mining.20 However,
although association rule mining has been widely used for discrete event analysis, few of the previous studies focus on
reliability analysis and failure prediction for manufacturing machines.
To fill the research gap, this paper aims to develop an efficient integrated approach to dealing with procedures from con-

firming our targeted failure events to analyzing dependencies between possible correlated events. Both Cox PH regression
and association rule learning techniqueswill be adapted as powerful tools dealingwith statistical analysis and information
extraction. The remainder of this paper is organized as follows: Section 2 focuses on using data mining techniques to find
out frequent failure signatures and strong association rules. It involves problem description based on discrete event data,
algorithms to identify target failure signatures or association rules, and a brief discussion on the results obtained, followed
by a discussion on interactions between failure signatures. In Section 3, two reliability models are proposed, evaluating
the effects of trigger events on the occurrence time of failure events under two different types of strong association rules
using Cox PHmodel, accompanied by approaches of failure time prediction. A real case study is discussed in Section 4 to
show the effectiveness of our model.

2 ASSOCIATION RULE LEARNINGWITH DISCRETE EVENT DATA

2.1 Problem description

Consider a systemoperating alongwith an event log that records various events during systemoperation, our concentrated
events, which are fuses of some catastrophic failures, occurring during themachine usage.We denote these types of events
as failure events. Figure 1 presents an example of the occurrence of various events during system operation, where A is
denoted as failure events.
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F IGURE 2 Construction of transaction from discrete event data

Usually there are hundreds of different events recorded along with the failure events. Some of the events are related to
the failure events, named as trigger events, while most of the events are not so closely related to failure events. We need
to identify trigger events that are the most closely correlated to failure events, and predict the occurrence time of failure
events based on the trigger events that occur.
As a result, the research question is as follows: Given the discrete event data containing the various events, how can we

construct a statistical model that can assess system reliability and predict failure occurrence?
An outline of our approach is based on the following procedures:

1. utilize some data mining techniques of association rule mining to find out frequent;
2. event group, based on different choices of transaction length, which we will discuss in Section 2;
3. choose one type of event as our optional trigger event, which may be either a failure event or another event, which is

located in the same event group as the failure event;
4. establish a reliability model to evaluate if the trigger events have an effect on the failure event and use the model to

predict the occurring time of next failure event, based on current log of trigger events. This will be discussed further in
Section 3.

2.2 Association rule learning

Association rule learning, a rule-based machine learning methodology, is often used to identify the significant relation-
ships among the events in a large database.21,22,26,27 It aims to discover strong rules in databases by using some measures
of interest. Several strong rules are discovered to provide insights into machine operation and can be further applied for
decision making. Figure 2 depicts the construction of transactions from the discrete event data. During system operation,
the time line is divided into multiple “windows.” The events, A, B, C, are called items in the association rule learning, and
the events occurring within a “window” are called a transaction. Taking an association rule of two item sets A and B as
an example, a rule A → B is said to have a confidence of c% means that: IF event A occurs in a transaction, THEN event
B will occur in the same transaction with a confidence c%.
Support and confidence are two major measures of the association rule. Support measures the frequency of a certain

failure signature in transaction data set. Usually we use 𝑠𝑢𝑝𝑝(𝑋) to measure the frequency of a certain item set in the
data set, while confidence measures the credibility of this piece of association rule. For convenience, one can calculate
the support of event set X in a transaction set T and the confidence of an association rule from event set X to event set Y
using the following equations:23

𝑠𝑢𝑝𝑝 (𝑋) =
{𝑡 ∈ 𝑻;𝑋 ⊆ 𝑡}|𝑻| ; conf (X → Y) =

𝑠𝑢𝑝𝑝
{
𝑋
⋃

𝑌
}

𝑠𝑢𝑝𝑝 {𝑋}
.

It is worth noting that the measures should be decided based on manufacturing requirement and expert experience.
The threshold is flexible that can be easily adapted to different situations.
There are two main steps in abstracting association rules from discrete event data: data preprocessing and discovering

frequent item sets and strong association rules.23 To make event data suitable for association rule learning, we divide the
initial data into several transactions by treating events that occur within a certain time interval to be one transaction.
The length of the transaction depends on the timestamps of the failure events. During one transaction, the same events
will be recorded only once, no matter how many times it happens. The next step is to find out frequent item sets from
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discrete event data set. Among those data mining techniques, an a priori algorithm is proved to be an efficient algorithm,
which is applied on discrete data containing transactions. The idea of this algorithm is extending the frequent one item
to larger item sets, until no frequent item sets satisfy the minimal support threshold. We can summarize the procedures
of generating frequent event steps under the following three steps:

1. Generate all eligible frequent one-item sets, with a confidence level that is higher than the minimal threshold.
2. Create candidate k-item sets based on frequent (k−1)-item sets, while 𝑘 ≥ 2.
3. Prune all eligible frequent k-item sets from candidate sets in step 2.

By repeating these three steps until no eligible frequent K-item sets can be found, the maximum volume of frequent
event group will be k−1 and all frequent (k−1)-item sets discovered in (3) are our eligible data sets. Strong association
rules are then selected from the generated frequent item sets. By denoting one frequent item set as L, candidate asso-
ciation rules are created as 𝐴 → 𝐿 − 𝐴, where A is a subset of L and 𝐿 − 𝐴 is the complement of A in L. The confi-
dence of this type of association rule is defined by the ratio of 𝑠𝑢𝑝𝑝(𝐿) 𝑡𝑜 𝑠𝑢𝑝𝑝(𝐴). Those having larger confidence
than the minimal threshold will be kept while others will be abandoned. In this way, we find all optimal strong asso-
ciation rules. Details of the association rule mining techniques will not be omitted, since they are not the focus of this
research.
Remark. Based on the association rule mining algorithm, the number of trigger events is determined by the confidence

level, keeping the most influential trigger events while leaving out others. A higher confidence level leads to less trigger
events. Intuitively, the performance of reliability evaluation increases with the number of trigger events, which, however,
will add to model complexity and computational burden. In practical use, the optimal number of trigger events shall be
determined case by case, by balancing the evaluation accuracy and computational complexity.

3 TYPES OF INTERACTIONS IN STRONG ASSOCIATION RULES

Using association rulemining techniques, we can discover frequent event groups and strong association rules based on the
length of transaction, minimal confidence threshold andminimal support threshold. Comparing those strong association
rules mined from the same frequent event group data set, we can divide the association rules into two types:
Type I association rules: In this type of association rules, trigger events are usually some environmental factors, which

can accelerate the occurrence of failure symptoms. Meanwhile, the occurrence of failure symptoms will not bring observ-
able effects to the working environment of systems. Thus, it can be verified that when we choose these environmental
factors as failure events, the confidence of association rules from original failure symptoms to these environmental fac-
tors, does not reach our minimal confidence threshold for strong association rules. We call this type of association rules
as those with unidirectional relationship, or type I association rules.
Type II association rules: When trigger events are internal factors of systems, things can be different. The occurrence of

failure symptoms usually implies the upcoming of catastrophic failure, which may also accelerate the occurrence of these
events. These can be represented as other failure symptoms of this system. A characteristic of this type of association is
that, rules from failure symptoms to these internal factors are also strong association rules based on the same frequent
event group.We call this type of association rules as association rules with bidirectional relationship, or type II association
rules.
Examples of classification of association rules mined from our available dataset are shown in the case study part (see

Section 4) and reliability model based on two types of association rules is developed in the following two sections.

4 RELIABILITYMODELING FORMULATION

In this section, we develop reliability models for two types of association rules. The traditional Cox model14,19,25 becomes
a complex when the involved covariate scale is large, and the information in the event log has not been made full use
of, e.g., the event type between failure events, time between consecutive events or different type of events. Here we
propose a piecewise-constant Cox PH model that calculates conditional probability of the time length between failure
events and use maximum likelihood estimation (MLE) to estimate the coefficients of the models, followed by failure
prediction.
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F IGURE 3 Event sequences divided by
occurrence of failure events

Notations

𝑆𝑖 event sequences divided by the occurrence of failure events
𝑢𝑖,𝑀𝑖

=

(𝑢𝑖,1, … , 𝑢𝑖,𝑀𝑖
)

vectors of occurrence time for all trigger events in event sequence 𝑆𝑖 ,𝑀𝑖 is the length of this
event sequence

𝑗𝑖,𝑀𝑖
=

(𝑗𝑖,1, … , 𝑗𝑖,𝑀𝑖
)

vectors of types of all trigger events in event sequence 𝑆𝑖

ℎ0(𝐾),𝑖(𝑠|𝑢𝑖,𝑀𝑖
, 𝑗𝑖,𝑀𝑖

) instantaneous hazard rate for all events at time s conditioned on event sequence 𝑆𝑖 , 0 denotes
failure events, which can also be replaced by other event number

𝜆0(𝐾) initial hazard rate for all events
𝛽0(𝐾),𝑙 coefficients reflecting effects from event l to the hazard rate of failure event
𝜙0(𝐾),𝑙 time-dependent covariate function for events l
𝑆(𝑡𝑖|𝑢𝑖,𝑀𝑖

, 𝑗𝑖,𝑀𝑖
) conditional survival function of length of event sequence 𝑆𝑖

4.1 Model description

In order to record all information between failure events, we use event sequence 𝑆𝑖 to denote the event sequence between
the ith and (i+1)th failure events. Figure 3 shows an example of division of event sequences when we choose event A
as failure event. Denote 𝑆𝑖 as event sequence, 𝑡𝑖 the length of event sequence, and 𝑀𝑖 the number of related trigger
events contained in event set. To transform the information of trigger events quantitatively, let 𝑢𝑖,𝑀𝑖

= (𝑢𝑖,1, … , 𝑢𝑖,𝑀𝑖
),

0 < 𝑢𝑖,1 < … < 𝑢𝑖,𝑀 < 𝑡𝑖 denote occurrence time of each trigger event, and 𝑗𝑖,𝑀𝑖
= (𝑗𝑖,1, … , 𝑗𝑖,𝑀𝑖

) ∈ {1, … ,𝑀𝑖}
𝑀𝑖 represents

the type of corresponding trigger events.
Generally, we use ℎ0,𝑖(𝑠|𝑢𝑖,𝑀𝑖

, 𝑗𝑖,𝑀𝑖
) to represent the PH rate of failure event at time s based on information of event

sequence 𝑆𝑖 . A typical form of this kind of conditional PH function is

ℎ0,𝑖 (𝑠) = 𝜆0 exp

{∑𝑀𝑖

𝑙 = 1
𝛽0,𝑙𝜙0,𝑙 (𝑠)

}
, (1)

where 𝜆0 refers to the initial hazard rate of failure event, 𝛽0,𝑙s are coefficients evaluating effects from lth trigger events
on failure events and 𝜙0,𝑙(.) are corresponding time-dependent covariate functions. Depending on 𝑆𝑖 , the value of time-
dependent covariate function 𝜙0,𝑙(.) is usually given as

𝜙0,𝑙 (𝑠) =

{
0 0 < 𝑠 ≤ min {𝑢 ∶ 𝑁𝑙 (𝑢) = 1}

1 𝑠 > min {𝑢 ∶ 𝑁𝑙 (𝑢) = 1}
, (2)

where 𝑁𝑙(𝑢) denotes the number of trigger event l occurring before time u in one event sequence. Equation (2) is a
piecewise-constant indictor function, implies that the trigger events only occur before the occurrence of a failure event.
Based on Equation (2), we can divide the event log into𝑀𝑖 time intervals according to the occurrence time of each trigger
event. Normally, the jth time interval starts from the occurrence time of the jth trigger event and end at the (j+1)th trigger
event. During any time interval, each covariate function 𝜙0,𝑙(.), 𝑙 = 1, … , 𝐾 remains to be constant.
We will use a similar rule to define instantaneous hazard rate of the jth trigger events at time s in newly divided event

sequence i as ℎ𝑗,𝑖(𝑠). When one event happens, its instantaneous hazard rate will be reset to the initial hazard rate. After
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we investigate the event sequences between consecutive failure events and log them into vectors 𝑢𝑖,𝑀𝑖
and 𝑗𝑖,𝑀𝑖

, we can
obtain the instantaneous covariate function 𝜙0,𝑙(.) for each event (both trigger events and failure events) based on their
appearance order in one event sequence. Naturally, we can devise an explicit function to calculate the probability of length
of this event sequence, conditioned on vector 𝑢𝑖,𝑀𝑖

, 𝑗𝑖,𝑀𝑖
. This probability can be viewed as “survival” probability of failure

event. In this way, we use 𝑆(𝑡𝑖|𝑢𝑖,𝑀𝑖
, 𝑗𝑖,𝑀𝑖

) to denote a function to calculate this probability.
Since we have divided raw event log into several event sequences, we can calculate the “likelihood function” for the

length of each event sequence. MLE is proposed to estimate all unknown coefficients in the proposed model. We use
𝛀0 = {𝜆0, 𝜆1, … , 𝜆𝑀𝑖

, 𝛽1, … , 𝛽𝑀𝑖
} to denote all unknown coefficients in theCoxmodel. Our idea ofMLE is stated as follows:

First, divide the discrete event data into several event sequences 𝑆1, … , 𝑆𝑛𝑖
according to the occurrence time of failure

event. Then, calculate the explicit form of survival function 𝑆(𝑡𝑖|𝑢𝑖,𝑀𝑖
, 𝑗𝑖,𝑀𝑖

). Finally, we use the MLE approach to find the
optimal𝛀0.

4.2 Reliability model with type I association rules

In type I association rules, the hazard rate of jth trigger events are assumed to be constant 𝜆𝑗 . Based on above assumptions,
it is clear that in each time interval (𝑢𝑖,𝑚−1, 𝑢𝑖,𝑚),𝑚 = 1,… ,𝑀𝑖 , the hazard rate for all events remains constant. In other
words, the instantaneous hazard rate for failure event in ith event sequence ℎ0,𝑖(𝑠) can be concluded as

ℎ0,𝑖 (𝑠) =

⎧⎪⎨⎪⎩
𝜆0 𝑠 < 𝑢𝑖,1

𝜆0exp

{
𝐾∑

𝑗=1

𝛽0,𝑗𝐼
(
𝑗 ∈ 𝑗𝑖,𝑚−1

)}
𝑠 ∈

[
𝑢𝑖,𝑚−1, 𝑢𝑖,𝑚

) .

We can see that the hazard function ℎ0,𝑖(𝑠) in type I association rules is nondecreasing and piecewise-constant.
Since hazard function of both failure events and trigger events is a piecewise-constant function, we can calculate the

survival function 𝑆(𝑡𝑖|𝑢𝑖,𝑀𝑖
, 𝑗𝑖,𝑀𝑖

) by dividing event sequence into several time intervals (𝑢𝑖,𝑚−1, 𝑢𝑖,𝑚),𝑚 = 1,… ,𝑀𝑖 . In
each time interval, hazard rate of all events remains constant. Before we calculate survival function for the whole event
sequence, we will discuss the survival function in each time interval at first:

Lemma 1. The probability of failure event in ith event sequence not occurring within time t, 𝑡 ∈ [𝑢𝑖,𝑚−1, 𝑢𝑖,𝑚), which is
denoted by 𝑆(𝑡, [𝑢𝑖,𝑚−1, 𝑢𝑖,𝑚)|𝑢𝑖,𝑚−1, 𝑗𝑖,𝑚−1) is given as follows:

𝑆
(
𝑡,
[
𝑢𝑖,𝑚−1, 𝑢𝑖,𝑚

) |𝑢𝑖,𝑚−1, 𝑗𝑖,𝑚−1

)
=

𝑚−1∏
𝑘=1

exp

{
−𝜆0 exp

{
𝐾∑

𝑗=1

𝛽0,𝑗𝐼
(
𝑗 ∈ 𝑗𝑖,𝑘−1

)}(
𝑢𝑖,𝑘 − 𝑢𝑖,𝑘−1

)}
exp

{
−𝜆0exp

{
𝐾∑

𝑗=1

𝛽0,𝑗𝐼
(
𝑗 ∈ 𝑗𝑖,𝑚−1

)}(
𝑡 − 𝑢𝑖,𝑚−1

)}.

Proof of Lemma 1 is given in Appendix A1. Then, we have the following proposition for calculating the conditional
survival function 𝑆(𝑡𝑖|𝑢𝑖,𝑀𝑖

, 𝑗𝑖,𝑀𝑖
):

Proposition 1. Assume that the event sequence 𝑆𝑖 has length 𝑡𝑖 , with occurrence time of trigger events to be 𝑢𝑖,𝑀𝑖
and event

types to be 𝑗𝑖,𝑀𝑖
, the conditional survival function of event sequence 𝑆𝑖 is given as:

𝑆
(
𝑡𝑖|𝑢𝑖,𝑀𝑖

, 𝑗𝑖,𝑀𝑖

)
= exp

⎡⎢⎢⎢⎣−
𝑡𝑖−𝑢𝑖,𝑀𝑖

∫
0

ℎ
(
𝑢𝑖,𝑀𝑖

+ 𝑣
)
𝑑𝑣

⎤⎥⎥⎥⎦ℎ0

(
𝑢𝑖,𝑀𝑖

)

×
𝑀𝑖∏

𝑚=1

⎧⎪⎨⎪⎩exp
⎡⎢⎢⎣−

𝑢𝑖,𝑚−𝑢𝑖,𝑚−1

∫
0

ℎ
(
𝑢𝑖,𝑚−1 + 𝑣

)
𝑑𝑣

⎤⎥⎥⎦
⎫⎪⎬⎪⎭ℎ𝑗𝑖,𝑚

(
𝑢𝑖,𝑚

)
, (3)
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where the hazard function ℎ(.) =
∑𝐾

𝑗=0
ℎ𝑗() refers to the total hazard rate. Especially, when 𝑆𝑖 is derived from type I

association rules, Equation (3) can be specified as:

𝑆
(
𝑡𝑖|𝑢𝑖,𝑀𝑖

, 𝑗𝑖,𝑀𝑖

)

= 𝜆0 exp

[
𝐾∑

𝑙=1

𝛽𝑙𝐼
(
𝑙 ∈ 𝑗𝑖,𝑀𝑖

)]
exp

{
−

𝐾∑
𝑙=1

𝜆𝑙

(
𝑡𝑖 − 𝑢𝑖,𝑀𝑖

)
− 𝜆0 exp

[
𝐾∑

𝑙=1

𝛽𝑙𝐼
(
𝑙 ∈ 𝑗𝑖,𝑀𝑖

)] (
𝑡𝑖 − 𝑢𝑖,𝑀𝑖

)}

×
𝑀𝑖∏

𝑚=1
𝜆𝑗𝑖,𝑚 exp

{
−

𝐾∑
𝑙=1

𝜆𝑙

(
𝑢𝑖,𝑚 − 𝑢𝑖,𝑚−1

)
− 𝜆0 exp

[
𝐾∑

𝑙=1

𝛽𝑙𝐼
(
𝑙 ∈ 𝑗𝑖,𝑚−1

)] (
𝑢𝑖,𝑚 − 𝑢𝑖,𝑚−1

)}
. (4)

Proof for Proposition 1 can be found in Appendix A2. The optimal 𝛽𝑙 will be the ones contributing the
largest

∏𝑛𝑖

𝑖=1
𝑆(𝑡𝑖𝑢𝑖,𝑀𝑖

, 𝑗𝑖,𝑀𝑖
). According to MLE approaches, they can be roots of derivation equation group

{𝜕
∏𝑛𝑖

𝑖=1
𝑆(𝑡𝑖𝑢𝑖,𝑀𝑖

, 𝑗𝑖,𝑀𝑖
)∕𝜕𝛽𝑙 = 0, 𝑙 = 1, … , 𝐾}. For further calculation, we may use the logarithm of 𝑆(𝑡𝑖|𝑢𝑖,𝑀𝑖

, 𝑗𝑖,𝑀𝑖
)

𝐿𝑖 = − log 𝑆
(
𝑡𝑖|𝑢𝑖,𝑀𝑖

, 𝑗𝑖,𝑀𝑖

)
= −

𝑀𝑖∑
𝑚=1

𝑙𝑜𝑔𝜆𝑗𝑖,𝑚 − 𝑙𝑜𝑔𝜆0 +

𝐾∑
𝑙=1

𝛽𝑙𝐼
(
𝑙 ∈ 𝑗𝑖,𝑀𝑖

)
+

𝐾∑
𝑙=1

𝜆𝑙𝑡𝑖

+

𝑀𝑖∑
𝑚=1

𝜆0 exp

[
𝐾∑

𝑙=1

𝛽𝑙𝐼
(
𝑙 ∈ 𝑗𝑖,𝑚−1

)] (
𝑢𝑖,𝑚 − 𝑢𝑖,𝑚−1

)
+ 𝜆0 exp

[
𝐾∑

𝑙=1

𝛽𝑙𝐼
(
𝑙 ∈ 𝑗𝑖,𝑀𝑖

)] (
𝑡𝑖 − 𝑢𝑖,𝑀𝑖

). (5)

By using Equation (5) to calculate 𝐿𝑖 for all historical event sequences, we get
∑𝑛

𝑖=1
𝐿𝑖 = − log

∏𝑛𝑖

𝑖=1
𝑆(𝑡𝑖𝑢𝑖,𝑀𝑖

, 𝑗𝑖,𝑀𝑖
) as

our likelihood function based on historical data. The optimal 𝛽𝑙 will be roots of Equation (6), which is given as:

𝜕𝐿𝑖

𝜕𝛽𝑙

= 𝐼
(
𝑙 ∈ 𝑗𝑖,𝑀𝑖

)
−

𝑀𝑖∑
𝑚=1

𝐼
(
𝑙 ∈ 𝑗𝑖,𝑚−1

)
𝜆0 exp

[
𝐾∑

𝑙=1

𝛽𝑙𝐼
(
𝑙 ∈ 𝑗𝑖,𝑚−1

)] (
𝑢𝑖,𝑚 − 𝑢𝑖,𝑚−1

)
− 𝐼

(
𝑙 ∈ 𝑗𝑖,𝑀𝑖

)
𝜆0 exp

[
𝐾∑

𝑙=1

𝛽𝑙𝐼
(
𝑙 ∈ 𝑗𝑖,𝑀𝑖

)] (
𝑡𝑖 − 𝑢𝑖,𝑀𝑖

)
𝜕
∑𝑛𝑖

𝑖=1
𝐿𝑖

𝜕𝛽𝑙

=

𝑛𝑖∑
𝑖=1

𝐼
(
𝑙 ∈ 𝑗𝑖,𝑀𝑖

)
− 𝜆0

𝑛𝑖∑
𝑖=1

{

𝑀𝑖∑
𝑚=1

𝐼
(
𝑙 ∈ 𝑗𝑖,𝑚−1

)
exp

[
𝐾∑

𝑙=1

𝛽𝑙𝐼
(
𝑙 ∈ 𝑗𝑖,𝑚−1

)] (
𝑢𝑖,𝑚 − 𝑢𝑖,𝑚−1

)
− 𝐼

(
𝑙 ∈ 𝑗𝑖,𝑀𝑖

)
𝜆0 exp

[
𝐾∑

𝑙=1

𝛽𝑙𝐼
(
𝑙 ∈ 𝑗𝑖,𝑀𝑖

)] (
𝑡𝑖 − 𝑢𝑖,𝑀𝑖

)
}

. (6)

The algorithm for calculating the coefficient group {𝛽𝑙}, 𝑙 = 1, … , 𝐾 is summarized as follows:

ALGORITHM 1: Coefficient estimation approaches for Type I association rules
Input: {𝑢𝑖,𝑀𝑖

, 𝑗𝑖,𝑀𝑖
, 𝑡𝑖}

𝑁
𝑖=1
, which includes all the details about the event sequenceOutput:

{𝛽𝑙, l = 1, … , K}Estimation:
(1) Calculate the survival function 𝑆(𝑡𝑖|𝑢𝑖,𝑀𝑖

, 𝑗𝑖,𝑀𝑖
) using their logarithm form 𝐿𝑖 =

−𝑙𝑜𝑔𝑆(𝑡𝑖|𝑢𝑖,𝑀𝑖
, 𝑗𝑖,𝑀𝑖

) using Equations (4) and (5);

(2) Establish the derivation equation group {𝜕
∏𝑛𝑖

𝑖=1
𝑆(𝑡𝑖𝑢𝑖,𝑀𝑖

, 𝑗𝑖,𝑀𝑖
)∕𝜕𝛽𝑙 = 0, l = 1, … , K} based on

Equation (6);
(3) Solve the equation group and make the solution as our optimal estima-
tion {𝛽𝑙, l = 1, … , K}. When N=2, the explicit procedures for calculating estimated coeffi-
cients is given in the Appendix.

Weuse �̃�0 = {𝛽1, … , 𝛽𝑘} to denote the estimated value andmake predictions of the next failure event based on occurring
trigger events in the same event sequence. According to Lemma 1, we can calculate the probability whether failure event
will occur within time t after occurrence time of the last trigger event 𝑢𝑖,𝑀𝑖

. We may use 𝑅(�̃�𝑖𝑢𝑖,𝑀𝑖
, 𝑗𝑖,𝑀𝑖

) to denote the
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reliability that failure event will not occur within time �̃�𝑖 conditional on vectors 𝑢𝑖,𝑀𝑖
, 𝑗𝑖,𝑀𝑖

. Explicit relationships between
𝑅(�̃�𝑖𝑢𝑖,𝑀𝑖

, 𝑗𝑖,𝑀𝑖
) and hazard rate is given in Equations (7) and (8):

𝑅
(
�̃�𝑖|𝑢𝑖,𝑀𝑖

, 𝑗𝑖,𝑀𝑖

)
= 𝑃

(
𝑇 > �̃�𝑖|𝑢𝑖,𝑀𝑖

, 𝑗𝑖,𝑀𝑖

)

= 1 − 𝑃
(
𝑇 ≤ �̃�𝑖|𝑢𝑖,𝑀𝑖

, 𝑗𝑖,𝑀𝑖

)
= exp

⎡⎢⎢⎢⎣−
�̃�𝑖−𝑢𝑖,𝑀𝑖

∫
0

𝑔
(
𝑢𝑖,𝑀𝑖

+ 𝑣
)
𝑑𝑣

⎤⎥⎥⎥⎦
. (7)

By changing the form of Equation (7), we obtain the following form as

− log 𝑅
(
�̃�𝑖𝑢𝑖,𝑀𝑖

, 𝑗𝑖,𝑀𝑖

)
=

{
𝑘∑

𝑙=1

𝜆𝑙 + 𝜆0 exp

[∑𝑘

𝑙=1
𝛽𝑙𝐼

(
𝑙 ∈ 𝑗𝑖,𝑀𝑖

)]}(
�̃�𝑖 − 𝑢𝑖,𝑀𝑖

)
. (8)

In manufacturing processes, the manufacturer is usually required to give the confidence level for the length of their
products’ lifetime. In this way, 𝑅(�̃�𝑖𝑢𝑖,𝑀𝑖

, 𝑗𝑖,𝑀𝑖
) can usually be interpreted as confidence level of the remaining lifetime �̃�𝑖 .

If we have predetermined the term 𝑅(�̃�𝑖𝑢𝑖,𝑀𝑖
, 𝑗𝑖,𝑀𝑖

), we can predict RUL by solving Equation (8). To ensure that we give a
relatively convincing confidence level, we can calculate the empirical value of 𝑅(�̃�𝑖𝑢𝑖,𝑀𝑖

, 𝑗𝑖,𝑀𝑖
) based on event log data. In

the following section, we will focus on finding the empirical value of 𝑅(�̃�𝑖𝑢𝑖,𝑀𝑖
, 𝑗𝑖,𝑀𝑖

). Calculating 𝑅(�̃�𝑖𝑢𝑖,𝑀𝑖
, 𝑗𝑖,𝑀𝑖

) based
on training data set, we can get a group of values and choose the median value as our optimal 𝑅(�̃�𝑖𝑢𝑖,𝑀𝑖

, 𝑗𝑖,𝑀𝑖
). Then we

can substitute it with Equation (8) and get estimated failure lifetime �̃�𝑖 , conditional to existing information about trigger
events 𝑢𝑖,𝑀𝑖

, 𝑗𝑖,𝑀𝑖
.

4.3 Reliability model with type II association rules

Based on the reliability model of type I association rule, hazard rates of trigger events remain constant. With type II
association rules, because of the strong association rules from failure events and trigger events, hazard rate of trigger
events can be affected by the occurrence of failure events and other trigger events. This shows that the hazard rates of
trigger events are also time-dependent functions. Also, multiplicative strong association rules provide more approaches
to divide event sequences. For example, if strong association rules "A → B" and "B → A" coexist, we can either divide the
historical event log by the occurrence of event A, taking event B as the trigger events in event sequences, or divide it by
the occurrence of event B, taking event A as the trigger event. This diversity of dealing with historical data may cause a
difference to results of estimated coefficients24, which we will discuss further in a specific case study later. Amore general
reliability model is proposed to account for type II association rules as follows.
What differs from type I association rules is that, hazard rate of both failure events and trigger events are piecewise-

constant function. The instantaneous failure rate for event j during time interval [𝑢𝑖,𝑚−1, 𝑢𝑖,𝑚) can be given from the
Equation (9):

ℎ𝑗

(
𝜏, 𝜏 ∈

[
𝑢𝑖,𝑚−1, 𝑢𝑖,𝑚

))
= 𝜆𝑗 exp

{
𝐾∑

𝑘=0,𝑘≠𝑙

𝛽𝑗,𝑘𝐼
(
𝑘 ∈ 𝑗𝑗

)}
. (9)

Here, the coefficient 𝛽𝑗,𝑘 is used to evaluate effects of event k on event j and indicator function 𝐼(𝑘 ∈ 𝑗𝑗) is used to
indicate whether event k has happened within the event sequences divided by event j up to time 𝑢𝑖,𝑚. Especially, when
𝑗 = 𝑙, this indicator function degenerates to 𝐼(𝑘 ∈ 𝑗𝑖,𝑚−1). We can see the instantaneous failure rate for event j which is
now a piecewise-constant function.
Similar to Equation (5), we can obtain a more general likelihood function of length of event sequence 𝑆𝑖 conditional on

historical data, incorporating event l as failure event, in Proposition 2.
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Proposition 2. In event sequence 𝑆𝑖 , if we incorporate event l as failure event, assuming occurrence time of all trigger events
to be 𝑢𝑖,𝑀𝑖

and event type to be 𝑗𝑖,𝑀𝑖
, then the conditional survival function of length of 𝑆𝑖 is given by

𝑆𝑙

(
𝑡𝑖|𝑢𝑖,𝑀𝑖

, 𝑗𝑖,𝑀𝑖

)
= ℎ𝑙

(
𝜏, 𝜏 ∈

[
𝑢𝑖,𝑀𝑖

, 𝑡𝑖
))

exp

⎡⎢⎢⎢⎣−
𝑡𝑖−𝑢𝑖,𝑀𝑖

∫
0

ℎ (𝜏) 𝑑𝜏

⎤⎥⎥⎥⎦
×

𝑀𝑖∏
𝑚=1

⎧⎪⎨⎪⎩exp
⎡⎢⎢⎣−

𝑢𝑖,𝑚−𝑢𝑖,𝑚−1

∫
0

ℎ (𝜏) 𝑑𝜏
⎤⎥⎥⎦
⎫⎪⎬⎪⎭ℎ𝑗𝑖,𝑚

(
𝜏, 𝜏 ∈

[
𝑢𝑖,𝑚−1, 𝑢𝑖,𝑚

))
. (10)

Here, ℎ(𝜏) =
∑𝐾

𝑗=1
ℎ𝑗(𝜏, 𝜏 ∈ [𝑢𝑖,𝑚−1, 𝑢𝑖,𝑚)) is the sum of hazard rate of all events during time interval [𝑢𝑖,𝑚−1, 𝑢𝑖,𝑚).

Especially, when 𝑆𝑖 is derived from type II association rules, the explicit form of 𝑆𝑙(𝑡𝑖|𝑢𝑖,𝑀𝑖
, 𝑗𝑖,𝑀𝑖

) can be given as:

𝑆𝑙

(
𝑡𝑖|𝑢𝑖,𝑀𝑖

, 𝑗𝑖,𝑀𝑖

)
= 𝜆𝑙 exp

{
−

𝐾∑
𝑗=0,𝑗≠𝑙

𝜆𝑗 exp

{
𝐾∑

𝑘=0,𝑘≠𝑙

𝛽𝑗,𝑘𝐼
(
𝑘 ∈ 𝑗𝑗

)}(
𝑡𝑖 − 𝑢𝑖,𝑀𝑖

)
− 𝜆𝑙 exp

{
𝐾∑

𝑘=0,𝑘≠𝑙

𝛽𝑙,𝑘𝐼
(
𝑘 ∈ 𝑗𝑖,𝑀𝑖

)}(
𝑡𝑖 − 𝑢𝑖,𝑀𝑖

)}
exp

{
𝐾∑

𝑘=0,𝑘≠𝑙

𝛽𝑙,𝑘𝐼
(
𝑘 ∈ 𝑗𝑖,𝑀𝑖

)}
𝑀𝑖

×
∏

𝑚=1
𝜆𝑙 exp

{
−

𝐾∑
𝑗=1,𝑗≠𝑙

𝜆𝑗 exp

{
𝐾∑

𝑘=0,𝑘≠𝑙

𝛽𝑗,𝑘𝐼
(
𝑘 ∈ 𝑗𝑗

)}(
𝑢𝑖,𝑚 − 𝑢𝑖,𝑚−1

)
− exp

{
𝐾∑

𝑘=0,𝑘≠𝑙

𝛽𝑙,𝑘𝐼
(
𝑘 ∈ 𝑗𝑖,𝑚−1

)}(
𝑢𝑖,𝑚 − 𝑢𝑖,𝑚−1

)}
𝜆𝑗𝑖,𝑚

exp

{
𝐾∑

𝑘=0,𝑘≠𝑙

𝛽𝑗𝑖,𝑚,𝑘𝐼
(
𝑘 ∈ 𝑗𝑗𝑖,𝑚

)}
.

(11)
Taking the logarithm of Equation (11), let 𝐿𝑖 = −𝑙𝑜𝑔𝑆𝑙(𝑡𝑖|𝑢𝑖,𝑀𝑖

, 𝑗𝑖,𝑀𝑖
), the coefficient matrix {𝛽𝑗,𝑘, 𝑗, 𝑘 = 0,… , 𝐾} can be

estimated via letting the derivation function group 𝜕𝐿𝑖∕𝜕𝛽𝑗,𝑘 = 0 and our optimal 𝛽𝑗,𝑘 will be the solution. The derivation
function is given by

𝜕𝐿𝑖

𝜕𝛽𝑙,𝑘
= 𝐼

(
𝑘 ∈ 𝑗𝑖,𝑀𝑖

)
−

𝑀𝑖∑
𝑚=1

𝐼
(
𝑘 ∈ 𝑗𝑖,𝑚−1

)
𝜆𝑙 exp

[
𝐾∑

𝑘=0,𝑘≠𝑙

𝛽𝑙,𝑘𝐼
(
𝑘 ∈ 𝑗𝑖,𝑚−1

)]
(
𝑢𝑖,𝑚 − 𝑢𝑖,𝑚−1

)
− 𝐼

(
𝑘 ∈ 𝑗𝑖,𝑀𝑖

)
𝜆𝑙 exp

[
𝐾∑

𝑘=0,𝑘≠𝑙

𝛽𝑙,𝑘𝐼
(
𝑘 ∈ 𝑗𝑖,𝑀𝑖

)] (
𝑡𝑖 − 𝑢𝑖,𝑀𝑖

)
𝜕𝐿𝑖

𝜕𝛽𝑗,𝑘
=

𝑀𝑖∑
𝑚=1

𝐼
(
𝑗𝑖,𝑚 = 𝑗

)
𝐼
(
𝑘 ∈ 𝑗𝑗𝑖,𝑚

)
− 𝐼

(
𝑘 ∈ 𝑗𝑗

)
𝑀𝑖∑

𝑚=1

𝜆𝑗 exp

[
𝐾∑

𝑘=0,𝑘≠𝑙

𝛽𝑗,𝑘𝐼
(
𝑘 ∈ 𝑗𝑗

)] (
𝑢𝑖,𝑚 − 𝑢𝑖,𝑚−1

)
− 𝐼

(
𝑘 ∈ 𝑗𝑗

)
𝜆𝑗 exp

[
𝐾∑

𝑘=0,𝑘≠𝑙

𝛽𝑗,𝑘𝐼
(
𝑘 ∈ 𝑗𝑗

)] (
𝑡𝑖 − 𝑢𝑖,𝑀𝑖

)
.

(12)

We can find out that 𝐼(𝑘 ∈ 𝑗𝑗) usually cannot be calculated analytically. We need to divide event sequences by the
occurrence of event j and then check the value of this indicator function. Corresponding algorithm is described in the
following:

ALGORITHM II: Procedures of estimating coefficients group {𝛽𝑗,𝑘} for type II associa-
tion rules
Input: {𝑢𝑖,𝑀𝑖

, 𝑗𝑖,𝑀𝑖
, 𝑡𝑖}

𝑛

𝑖=1
, which includes all the details about the event sequences for

both trigger events and failure events ;Output: {𝛽𝑗,𝑘, 𝑗, 𝑘 = 1,… , 𝐾 𝑗 ≠ 𝑘}Estimation:
(1) Establish the indictor function 𝐼(𝑘 ∈ 𝑗𝑗) in advance. Divide the event sequence by
the occurrence of event j and check whether event k has occurred within the corre-
sponding event sequences, if so, 𝐼(𝑘 ∈ 𝑗𝑗) = 1, if not, 𝐼(𝑘 ∈ 𝑗𝑗) = 0;



3702 HE et al.

TABLE 1 Sample event logs of the manufacturing machine

Code Event description Date Controller Location
510012 Noncompliant mode of operation 11.06.15 07:36:28 PLC f:∖user∖hlp∖N4227_FR.hlp
510219 Sprinkling filtered water tank

maximum level
17.06.15 17:10:24 PLC f:∖user∖hlp∖N4227_FR.hlp

700135 Counterstock/counter-balanced
spindle

18.06.15 00:58:18 PLC f:∖user∖hlp∖N4227_FR.hlp

6406 Channel 1 Acknowledgment AP
missing for instruction 03

24.06.15 00:53:40 NCU hlp∖alarmlist_sinumerik_pl_FR.pdf

601114 Gear reduction of the main
spindle is active

26.06.15 14:23:44 PLC f:∖user∖hlp∖N4227_FR.hlp

TABLE 2 List of frequent event groups with 10-min length transaction

Event group Support
700454, 600914, 6413 0.204
600914, 6413, 601011 0.246
700454, 600914, 601011 0.176
700454, 6413, 601011 0.159

(2) Calculate the likelihood function 𝑆𝑙(𝑡𝑖|𝑢𝑖,𝑀𝑖
, 𝑗𝑖,𝑀𝑖

) with their logarithm form 𝐿𝑖 =

−𝑙𝑜𝑔𝑆𝑙(𝑡𝑖|𝑢𝑖,𝑀𝑖
, 𝑗𝑖,𝑀𝑖

) using equation (11);

(3) Establish the derivation equation group {
𝜕𝐿𝑖

𝜕𝛽𝑙,𝑘
= 0,

𝜕𝐿𝑖

𝜕𝛽𝑗,𝑘
= 0} based on equation (12);

(4) Solve the equation group and make the solution as our optimal estima-
tion {𝛽𝑗,𝑘, 𝑗, 𝑘 = 1,… , 𝐾 𝑗 ≠ 𝑘}. When N=2, the explicit procedures for calculating estimated
coefficients is given in the Appendix.

5 A CASE STUDY

5.1 Motivating data description

To illustrate the practical value of our proposed approaches, we apply our reliability model on a group of discrete event
data, which is collected in one and a halfmonths from a French company. In total, 151 different types of events are recorded
in the event log, amounting to a data size of 26 MB. The industrial data are stored in Excel file and handled by Python.
Table 1 presents the sample event logs of the manufacturing machine. As is shown in Table 1, the event data consist of
the event code, description of the event, occurring date, the associated controller and location where the event data are
stored. The event data are recorded by Programmable Logic Controller (PLC) or Network Control Unit (NCU).
Different from previous work where system failure or error is specified in the event logs, the present industrial data

only contain various events, while system failure is not indicated along with the events. We aim to investigate whether
there exist significant patterns of the event that can be used for machine prognostics and health management.

5.2 Results of association rule mining

By using approaches of abstracting association rules from event log in Section 2.1 and setting the length of transaction to
be 10 min, the frequent event groups are presented in Table 2 and the strong association rules are shown in Table 3. The
minimal support threshold is set as 0.1 and the minimal confidence threshold 0.7. Note that we only list the three-item
event group in Table 2, as three items is the largest group. According to the down closure lemma, which states that any
subset of frequent item sets is also frequent, other frequent event groups can be extracted from the three-item groups. As
can be observed from Table 2, the most frequent event group is {600914, 6413, 601011}, with support 0.246, which indicates
that the events {600914, 6413, 601011} will occur within 10 min with a probability of 0.246.
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TABLE 3 List of strong association rules

Antecedents Consequents Confidence
600914 601011 0.709
601011 600914 0.9
601011 6413 0.766
700454 600914 0.858
600914 6413 0.767
700454 6413 0.792
700454, 600914 6413 0.835
700454, 6413 600914 0.903
700454, 6413 6413, 600914 0.716
600914, 601011 6413 0.805
600914, 6413 601011 0.744
601011, 6413 600914 0.946
601011 6413, 600914 0.724
700454, 600914 601011 0.719
700454, 601011 600914 0.935
700454, 601011 6413 0.846
700454, 6413 601011 0.704

Table 3 presents the strong association rules that have a confidence level larger than 0.7. As can be observed from
Table 3, the most significant rule is {601011, 6413}→600914, with a confidence of 0.946, which implies that given that the
event group {601011, 6413} occurs, event 600914 will occur within 10 min with a probability of 0.946.
By performing the association rule learning on the industrial data of a manufacturing machine, the following can be

achieved for prognostic and health management.

1. It is highly probable that the event groups {600914, 6413, 601011} appear together. Whichever two events of the group
occur, the one that is left will occur with a probability of over 0.9. The physical interpretation of events {600914, 6413,
601011} is that the Fluid feed coupling FS1 is not tightened, Channel 1 Tool and Cutter spindle FS1 are not in OFF state.
The two events have strong interactions between each other in a physical manner, which indicates the effectiveness of
the approach.

2. For machine prognostic and health management, we suggest that large effort should be made for the following four
event groups: {700454, 600914, 6413}, {600914, 6413, 601011}, {700454, 600914, 601011}, and {700454, 6413, 601011}. There
is a strong link between the events within the same group; whenever any one event occurs, considerable attention
should be given to the other events within the group.

3. When a specific event is highlighted as a significant event which may have influential consequences, then, we can
focus on the events, rather than mining through all the event data.

In the following section, we will establish reliability model based on the frequent event group {700454, 600914, 601011}
because this group contains two types of association rules. Take event 600914 as a failure event, the association rule
{700454 → 600914} belongs to type I, while {601011 → 600914} belongs to type II association rules ({601011 → 600914}

and {600914 → 601011} are both strong association rules).

5.3 Reliability analysis based on selected association rules

First of all, we need to estimate the initial hazard rate of failure event and trigger events, which are denoted by 𝜆0, 𝜆1, 𝜆2.
The estimation procedures are simple: Search along the timeline, choose two consecutive events inwhich no trigger events
occur and record the length of these time intervals. Since the hazard rate of each event will remain constant as the initial
value during this period, we can use exponential regression to estimate initial hazard rates for each event. Here, we have
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F IGURE 4 Reliability for failure event occurring within a certain time under different situations for failure events

estimated the initial hazard rate as �̃�0 ≈ 0.021, �̃�1 ≈ 0.018, �̃�2 ≈ 0.0032. We also use {𝛽𝑘,𝑙, 𝑘, 𝑙 = 0, 1, 2, 𝑘 ≠ 𝑙} to denote
coefficients in the Cox PH Model, evaluating the effects from corresponding trigger events 𝑙 on failure events.
To illustrate our model, we first apply our proposed algorithm to situations with transaction length to be 60min, failure

event to be event 0 (600914) and trigger event to be event 2 (700454). Based on Equations (4)–(6) and 60-min transaction
data divided by event 0, it is not difficult to estimate the coefficient 𝛽0,2, the details of which are in Appendix A2. Here
the estimated value of 𝛽0,2 for association rules is assumed to be 𝛽0,2 = 0.8. After clarifying the value for each coefficient,
we can predict the length of time interval between latest failure event and the first upcoming failure event, based on
Equations (7) and (8) and a different reliability value. Figure 4 gives a comparison of system reliability between considering
the failure event (event 1) as well as both trigger event and failure event (event 0 and event 1). Here, we assume event 1
occurring at 20 mins and 40 mins after the latest failure events. From this figure we can easily estimate the occurrence
of trigger event, significantly shorten the length of time interval between consecutive failure events, which illustrates the
necessity of this model.
In the following section, we will focus on the effects of failure prediction by changing variables in the prediction phase,

like the selection of transaction length and the number of trigger events. Two types of association rules will be taken
into consideration and will be compared to each other, taking into account the results of failure prediction. The failure
prediction procedures will be carried out in the following steps:

1. Confirm both the failure event and divide event sequences according to the occurrence of failure events. Between two
consecutive failure events, if the first trigger event occurs within the transaction of failure event, then it can be inferred
as 𝑡𝑖 − 𝑢𝑖,1 is smaller than the length of transaction. This event sequence is divided into strong association rules.

2. Divide 80% of the strong association rules as training data set and 20% as testing data set. Then we use the training data
set to calculate the value range of conditional cumulative density function 𝑅(�̃�𝑖𝑢𝑖,𝑀𝑖

, 𝑗𝑖,𝑀𝑖
). This can be explained as

the probability of when the next failure event will occur after �̃�𝑖 .
3. Use Equation (8) for RUL prediction procedures to estimate �̃�𝑖 , based on vectors of occurring time and event type of

trigger events in one association rule.
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F IGURE 5 Estimated coefficient value under different transaction lengths (left for 10-min rules; right for 60-min rules)

4. By controlling variables like transaction length, numbers, and types of trigger events between failure events, we can
obtain different estimated results of coefficients and failure time. By comparing these results, we can provide informa-
tion on failure time prediction based on different situations.

Taking into consideration all the above, we will use the following cases to compare results of failure time prediction
under different variables:

Case I: When the length of transaction is 10 min, consider type I association rules only by taking 600914 as failure
events and 700454 as trigger events;

Case II: When the length of transaction is 60 min, consider type I association rules only by taking 600914 as failure
event and 700454 as trigger event;

Case III: When the length of transaction is 60 min, consider type I association rules by taking 600914 as failure event
and 601011 and 700454 as trigger events.

Generally, the three variables are compared among these five cases (transaction length is compared between case I and
case II; number of trigger events is compared between case II and case III). By comparing the estimated results of failure
time with real failure time, we can provide suggestions on the PHM timing of this system.

5.3.1 Effects from transaction length: Comparison between case I and case II

Following the failure prediction procedures in algorithm I, we first divide the event log by occurrence of failure event
(event 0) and choose those event sequences that trigger events occurring within the transaction as our desired strong
association rules. To study the effect from transaction length on failure prediction, we choose 10min and 60min as two dif-
ferent transaction lengths. Figure 5 shows value range of estimated coefficients 𝛽0,2 changing with the number of involved
event sequences. While Figure 5(A) is estimated under transaction length of 10 min and Figure 5(B) is estimated under
transaction length of 60min.We can find out that with the increment of involved event sequences, the value of coefficient
will converge to a constant. For further analysis, we estimate the coefficient value under different transaction length as
𝛽0,2|𝑡𝑖≤10 = 2.3 and 𝛽0,2|𝑡𝑖≤60 = 0.8. The shorter is the length of transaction, the earlier that failure events will come into
high-hazard-rate period. This means that if we take shorter transaction length, the hazard rate of failure events will have
longer time in 𝜆0exp{𝛽0,2} phase, which will result in the estimated coefficient 𝛽0,2|𝑡𝑖≤10 being larger than 𝛽0,2|𝑡𝑖≤60.
Thenweneed to calculate the empirical survival function 𝐹(�̃�𝑖𝑢𝑖,𝑀𝑖

, 𝑗𝑖,𝑀𝑖
). According to our event log,we have 36 pieces

of eligible 10-min strong association rules and 80 pieces of 60-min strong association rules.We take 80% of association rules
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TABLE 4 Empirical value of conditional survival function 𝐹(�̃�𝑖𝑢𝑖,𝑀𝑖
, 𝑗𝑖,𝑀𝑖

)

Length of association rules Min. First qu. Median Mean Third qu. Max.
10 min 0.0974 0.1960 0.3941 0.4501 0.7923 0.7923
60 min 0.0278 0.1506 0.3947 0.4576 0.7493 0.9334

TABLE 5 Summary for true lifetime under different transaction length (min)

Length of association rules Min. First qu. Median Mean Third qu. Max.
10 min 1.00 1.00 4.00 4.472 7.00 10.00
60 min 1.00 5.00 13.00 17.82 27.50 59.00

for training data set (29 groups for 10-min rules and 64 groups for 60-min rules) and the rest for testing. Table 4 gives a
summary of the empirical value of survival function. Here we can find out that the value range of 𝐹(�̃�𝑖𝑢𝑖,𝑀𝑖

, 𝑗𝑖,𝑀𝑖
) is not

related to transaction length.
The last step is using the empirical value to estimate the failure time for testing data set and comparing them with

true lifetime. Table 5 shows the summary of true value for testing dataset under different transaction lengths. Based on
equation (8), we can find out that the a% quantile prediction of 𝐹(�̃�𝑖𝑢𝑖,𝑀𝑖

, 𝑗𝑖,𝑀𝑖
) is corresponding to the (1-a)% quantile

prediction of failure time. The summary of predicted failure time is shown in Table 6.We can ascertain that our estimation
is comparatively accurate.

5.3.2 Effects from number of trigger events: Comparison between case II and case III

In case I and case II, we mainly consider the association rules with only one type of association rules. In this part, we
test our model on association rules with multiple types of trigger events. Specified parameter estimating procedures are
provided in Appendix A2. After changing the number of involved training event sequences, we plot the trend of parameter
value 𝛽0,1, 𝛽0,2 (see Figure 6). To distinguish the value of two coefficients, association rules with single type of trigger
events are also contained in the training event sequences. We note that with the increase of the number of training event
sequences, the coefficient values have converged to constant. Another interesting finding is that the estimated value for
each coefficient is also different from the value estimated in case I and case II. This can be explained as, the coefficient
estimated in case I or case II had overlooked the effects brought by another type of trigger event. This result shows that
the coefficients estimated from single-type trigger event association rules are usually higher than those estimated from
multiple-type trigger event association rules. In the following, we will take 𝛽0,1 = 0.8 and 𝛽0,2 = 0.6.
For failure time estimation, we choose those association rules from event sequences with at least two different types of

trigger events. This can ensure that the hazard rate for both trigger event and failure event remain constant during time
interval [𝑢𝑖,𝑚𝑖

, 𝑡𝑖). According to Equation (7), our estimated failure time will be constant if 𝐹(�̃�𝑖𝑢𝑖,𝑀𝑖
, 𝑗𝑖,𝑀𝑖

) is confirmed
in advance. Table 7 shows the summary of 𝐹(�̃�𝑖𝑢𝑖,𝑀𝑖

, 𝑗𝑖,𝑀𝑖
) under a different quantile. Table 7 can give us the range of

value of the cumulative distribution function (CDF) 𝐹(�̃�𝑖𝑢𝑖,𝑀𝑖
, 𝑗𝑖,𝑀𝑖

). Substituting data from Table 7 into Equation (8), we
can calculate the estimated and true times. Table 8 shows the comparison of estimated failure time and true lifetime at
different quantiles. We can find that our estimated failure times are close to real data.

5.4 Effects from choices of failure event for type II association rule

In Section 2 and Section 3, we have proposed two different types of association rules. In type II association rules, there
exist multiple strong relationships between failure events and trigger events. This may lead to a different conclusion when

TABLE 6 Summary for estimated failure time under different transaction length (min)

Length of association rules Min. First qu. Median Mean Third qu. Max.
10 min 1.00 1.00 4.00 3.43 7.00 10.00
60 min 1.00 4.19 13.50 11.34 27.48 52.00
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F IGURE 6 Estimated coefficient value 𝛽0,1, 𝛽0,2 changing with number of involved training event sequences

TABLE 7 Value of 𝐹(�̃�𝑖𝑢𝑖,𝑀𝑖
, 𝑗𝑖,𝑀𝑖

) under different quantile

First qu. Median Third qu.
𝐹(�̃�𝑖𝑢𝑖,𝑀𝑖

, 𝑗𝑖,𝑀𝑖
) 0.00874 0.0885 0.344

we choose failure event to divide the event sequences. To test whether this may result in a different failure prediction, we
use another case to test the effect from choices of failure events. Case IV is designed as follows:
Case IV: The length of transaction is 60 min, consider type II association rules by taking association rules

{601011 ↔ 600914}.
For convenience,we choose two-itemassociation rule {600914, 601011}here. In case III, event 600914 is chosen as failure

event to investigate if there exists any event 601011 before the occurrence time of event 600914, and if the time interval
between the latest event 601011 and event 600914 is within the length of transaction. Then the hazard rate of failure event
(600914) is assumed to get influenced by trigger event (601011). Hazard rate of event 600914 remains to be 𝜆0 and changes
to 𝜆0exp{𝛽0,1} only under this circumstance. In case V, event 601011 is chosen as failure event and the results are similar:
hazard rate of event 601011 remains to be 𝜆1 and changes to 𝜆1exp{𝛽1,0} only when 600914 occurs before the failure event
and when it occurs within length of transaction.
Procedures of coefficients 𝛽0,1, 𝛽1,0 are calculated according to algorithm II. The type II association rule we studied here

is two-item and the algorithm of parameter estimation is given in Appendix A3. By changing the number of involved event
sequences, we present Figure 7 to depict the trends of estimated 𝛽0,1, 𝛽1,0 changing with the number of event sequences.
In this figure, the black line refers to the estimated value from case III, where 600914 (event 0) is assumed to be the failure
event, while the red line refers to value derived from case IV, when 601011 (event 1) is assumed to be the failure event. It is
clear that although we have different choices of failure events, the final estimated value of coefficients is nearly the same.

TABLE 8 Comparison of estimated failure time and true lifetime at different quantiles

First qu. Median Third qu.
Estimated failure time 10.74 24.39 47.67
True lifetime 10 23 44.5
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F IGURE 7 Trends of estimated 𝛽0,1, 𝛽1,0 changing with number of event sequences

This can provide a piece of important information that, when we meet complex relationships where type II association
rules exist, we do not need toworry about the effects brought by the choices of failure event and it illustrates the robustness
of our proposed methodology.

6 CONCLUSIONS

In this study, we have presented an approach to combine the datamining techniqueswith statisticalmethods for reliability
modeling and prediction purpose. By using association rule learning approaches to find out frequent event groups and
strong association rules, we can have a clear overview of our targeted failure symptoms and corresponding trigger events.
With that, reliability model based on PH model is developed to quantitatively analyze the relationship between trigger
events and failure events. Unlike the existing literature, most information of trigger events, e.g. the occurrence time and
event type, is taken into consideration to improve the accuracy of this model.
Another major contribution of this study is the criterion of classifying strong association rules. Under this kind of divi-

sion, the instantaneous hazard rate for trigger events should be calculated separately, depending on whether there are
strong association rules from failure events to this type of trigger events. The present case study also focuses on research-
ing these two types of association rules, with coefficient estimation under situations of different failure events and differ-
ent event groups. Failure time is also predicted compared with real lifetime data and some interesting observations are
obtained. The results showed that under different failure events, the same coefficients which served for hazard rate of
failure events and trigger events in different situations, may have different values. The prediction also proves that we can
have an accurate estimation of upcoming time of next failure event.
Further research can be carried out on the improvement of current reliabilitymodel with better precision and efficiency.

For example, in our reliability model, the trigger events are in the form of piecewise-constant time-dependent covariates.
In future studies, a continuous time function could be used. Another extension can be done in the improvement of the
Cox model. A Cox PH model may be applied in further studies to take unit-to-unit heterogeneity into consideration. In
addition, in the proposed model, we use association rule mining to discover the events that are likely to appear together
with the failure events and treat the trigger events as covariates of the Cox PH model. Actually, occurrence of the trigger
events accelerates the occurrence of failure events. In this sense, AFTM could also be applied to model the influence of
the trigger evens.
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APPENDIX A
Proof of Lemma 1
When 𝑡 < 𝑢𝑖,1, it is easy to calculate the survival function as 𝑆(𝑡, [0, 𝑢𝑖,1)) = exp{−𝜆0𝑡}, which is corresponding to our
lemma.
Assuming our lemma is true when 𝑡 ∈ [𝑢𝑖,𝑚−2, 𝑢𝑖,𝑚−1), we have hazard rate for failure event during time interval

[𝑢𝑖,𝑚−1, 𝑢𝑖,𝑚) as 𝜆0exp{
𝐾∑

𝑗=1
𝛽0,𝑗𝐼(𝑗 ∈ 𝑗𝑖,𝑚−1)}. From this, we have the following derivation equation to describe the rela-

tionship between survival function and hazard rate:

−
𝑆′

(
𝑡, 𝑡 ∈

[
𝑢𝑖,𝑚−1, 𝑢𝑖,𝑚

))
𝑆
(
𝑡, 𝑡 ∈

[
𝑢𝑖,𝑚−2, 𝑢𝑖,𝑚−1

))
+ ∫ 𝑡

𝑢𝑖,𝑚−1
𝑆′

(
𝑡, 𝑡 ∈

[
𝑢𝑖,𝑚−1, 𝑢𝑖,𝑚

))
𝑑𝑡

= 𝜆0exp

{
𝐾∑

𝑗=1

𝛽0,𝑗𝐼
(
𝑗 ∈ 𝑗𝑖,𝑚−1

)}
.

The proof is concluded by solving this equation.

Proof of Proposition 1
From the event sequence 𝑆𝑖 , we have assumed that the occurrence for each event in 𝑗𝑖,𝑀𝑖

is independent and hazard rate
for all events in each time interval (𝑢𝑖,𝑚−1, 𝑢𝑖,𝑚) remains constant. We can then calculate the conditional survival function

for the 𝑗𝑖,𝑚th trigger events occurring at time 𝑢𝑖,𝑚 as {exp[−
𝑢𝑖,𝑚−𝑢𝑖,𝑚−1∫

0
ℎ(𝑢𝑖,𝑚−1 + 𝑣1)𝑑𝑣]}ℎ𝑗𝑖,𝑚 (𝑢𝑖,𝑚). By multiplying them,

we can get Equation (3).
If event sequence 𝑆𝑖 is derived from type I association rules, the instantaneous hazard rate for all trigger events will be

ℎ𝑗(.) = 𝜆𝑗, 𝑗 = 1,… , 𝐾. Hazard rate for failure event during time interval [𝑢𝑖,𝑚−1, 𝑢𝑖,𝑚), which has been given in Equa-

tions (1) and (2), can be rewritten as ℎ0(𝜏, 𝜏 ∈ [𝑢𝑖,𝑚−1, 𝑢𝑖,𝑚)) = 𝜆0 exp[−
𝐾∑

𝑙=1
𝛽𝑙𝐼(𝑙 ∈ 𝑗𝑖,𝑚−1)], here 𝑗𝑖,𝑚, 𝑚 = 1,… ,𝑀𝑖 refer

to 𝑗𝑖,𝑚 = {𝑗𝑖,1, … , 𝑗𝑖,𝑚} ∈ {1, … , 𝐾}𝑚 denoting all types of trigger events before time 𝑢𝑖,𝑚.
By substitute them into Equation (3), we can get Equation (4), which completes the proof.

Calculation procedures for step (3) of Algorithm 1

Based on estimated �̂�0, Equation (9) will be leveraged to calculate the root of
𝜕
∑𝑛

𝑖=1 𝐿𝑖

𝜕𝛽1
and 𝜕

∑𝑛
𝑖=1 𝐿𝑖

𝜕𝛽2
. As there are only two

trigger events in this association rule, the number of coefficients that affect the hazard rate is three: exp(−𝛽1), exp(−𝛽2),

and exp(−𝛽1 − 𝛽2). For convenience, we use 𝑥 = exp(−𝛽1), 𝑦 = exp(−𝛽2), and 𝑥𝑦 = exp(−𝛽1 − 𝛽2). In this way, the esti-
mation of 𝛽1, 𝛽2 turn into solving the root of Equation (10):

𝜕
∑𝑛

𝑖=1
𝐿𝑖

𝜕𝛽1
= 0 ⇔ 𝐴1𝑥 + 𝐵𝑥𝑦 = 𝐶1

𝜕
∑𝑛

𝑖=1
𝐿𝑖

𝜕𝛽2
= 0 ⇔ 𝐴2𝑥 + 𝐵𝑥𝑦 = 𝐶2, (A1)
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where

𝐴1 = 𝜆0

𝑛∑
𝑖=1

𝑀𝑖+1∑
𝑚=1

𝐼
(
1 ∈ 𝑗𝑖,𝑚−1

) (
𝑢𝑖,𝑚 − 𝑢𝑖,𝑚−1

)
, 𝐴2 = 𝜆0

𝑛∑
𝑖=1

𝑀𝑖+1∑
𝑚=1

𝐼
(
2 ∈ 𝑗𝑖,𝑚−1

) (
𝑢𝑖,𝑚 − 𝑢𝑖,𝑚−1

)
,

𝐵 = 𝜆0

𝑛∑
𝑖=1

𝑀𝑖+1∑
𝑚=1

𝐼
(
{1, 2} ∈ 𝑗𝑖,𝑚−1

) (
𝑢𝑖,𝑚 − 𝑢𝑖,𝑚−1

)
, 𝐶1 =

𝑛∑
𝑖=1

𝐼
(
1 ∈ 𝑗𝑖,𝑀𝑖

)
,

and 𝐶2 =
𝑛∑

𝑖=1
𝐼(2 ∈ 𝑗𝑖,𝑀𝑖

).

It is not difficult to get the explicit form of estimated 𝛽1, 𝛽2:

𝛽1 = −log

⎧⎪⎨⎪⎩
−(𝐴1𝐴2 + 𝐶2𝐵 − 𝐶1𝐵) +

√
(𝐴1𝐴2 + 𝐶2𝐵 − 𝐶1𝐵)

2
− 4𝐴1𝐴2𝐵𝐶1

2𝐴1𝐵

⎫⎪⎬⎪⎭ ,

𝛽2 = −log

⎧⎪⎨⎪⎩
−(𝐴1𝐴2 + 𝐶1𝐵 − 𝐶2𝐵) +

√
(𝐴1𝐴2 + 𝐶1𝐵 − 𝐶2𝐵)

2
− 4𝐴1𝐴2𝐵𝐶2

2𝐴2𝐵

⎫⎪⎬⎪⎭ .

Parameter estimation of two trigger events
Let us focus on estimation for 𝛽1,0.
Event sequences are divided by occurrence of the failure event. In this way, indicator function 𝐼(0 ∈ 𝑗1,𝑚),𝑚 = 1,… ,𝑀𝑖

will be 0, due to the fact that no failure event will occur within time interval of one event sequence. 𝐼(0 ∈ 𝑗1,0) = 1 if and
only if the starting time of certain event sequence happens between two consecutive trigger events. The optimal value of

𝛽1,0 is derived from
𝜕
∑𝑛

𝑖=1 𝐿𝑖

𝜕𝛽1,0
= 0:

𝛽1,0 = − log

(∑𝑛

𝑖=1

∑𝑀𝑖

𝑚=1
𝐼
(
𝑗𝑖,𝑚 = 0

)
𝐼
(
0 ∈ 𝑗𝑖,∗

)∑𝑛

𝑖=1
𝐼
(
0 ∈ 𝑗𝑖,∗

)
𝑢0,1𝜆1

)
. (A2)

Claculation procedures for step (4) of Algorithm 2
Denote 𝑙𝑡𝑟𝑎𝑛𝑠 as the length of predefined transaction. Since the event sequences are divided by the occurrence of failure
event, we only need to check 𝑢𝑖,1, 𝑢𝑖,𝑚𝑖

for the ith event sequence. Combining the instantaneous hazard rate of event 0
and event 1, we have the following equation group:

⎧⎪⎨⎪⎩
𝜕
∑𝑛

𝑖=1 𝐿𝑖

𝜕𝛽0,1
=

𝑛∑
𝑖=1

I
(
𝑡𝑖 − 𝑢𝑖,𝑚𝑖

≤ 𝑙𝑡𝑟𝑎𝑛𝑠

)
− 𝜆0exp

{
I
(
𝑡𝑖 − 𝑢𝑖,𝑚𝑖

≤ 𝑙𝑡𝑟𝑎𝑛𝑠

)
𝛽0,1

} (
𝑡𝑖 − 𝑢𝑖,𝑚𝑖

)
= 0

𝜕
∑𝑛

𝑖=1 𝐿𝑖

𝜕𝛽1,0
=

𝑛∑
𝑖=1

I
(
𝑢𝑖,1 ≤ 𝑙𝑡𝑟𝑎𝑛𝑠

)
− 𝜆0exp

{
I
(
𝑢𝑖,1 ≤ 𝑙𝑡𝑟𝑎𝑛𝑠

)
𝛽1,0

}
𝑢𝑖,1 = 0

. (A3)

Therefore, it is not difficult to calculate the explicit form of 𝛽0,1, 𝛽1,0 as

𝛽0,1 = ln

(∑𝑛

𝑖=1
I
(
𝑡𝑖 − 𝑢𝑖,𝑚𝑖

≤ 𝑙𝑡𝑟𝑎𝑛𝑠

)∑𝑛

𝑖=1
𝜆0

(
𝑡𝑖 − 𝑢𝑖,𝑚𝑖

) )
, 𝛽1,0 = ln

(∑𝑛

𝑖=1
I
(
𝑢𝑖,1 ≤ 𝑙𝑡𝑟𝑎𝑛𝑠

)∑𝑛

𝑖=1
𝜆0𝑢𝑖,1

)
.


	Reliability analysis of systems with discrete event data using association rules
	Abstract
	1 | INTRODUCTION
	2 | ASSOCIATION RULE LEARNING WITH DISCRETE EVENT DATA
	2.1 | Problem description
	2.2 | Association rule learning

	3 | TYPES OF INTERACTIONS IN STRONG ASSOCIATION RULES
	4 | RELIABILITY MODELING FORMULATION
	4.1 | Model description
	4.2 | Reliability model with type I association rules
	4.3 | Reliability model with type II association rules

	5 | A CASE STUDY
	5.1 | Motivating data description
	5.2 | Results of association rule mining
	5.3 | Reliability analysis based on selected association rules
	5.3.1 | Effects from transaction length: Comparison between case I and case II
	5.3.2 | Effects from number of trigger events: Comparison between case II and case III

	5.4 | Effects from choices of failure event for type II association rule

	6 | CONCLUSIONS
	ACKNOWLEDGMENTS
	REFERENCES
	AUTHOR BIOGRAPHIES
	APPENDIX A
	Proof of Lemma 1
	Proof of Proposition 1
	Calculation procedures for step (3) of Algorithm 1
	Parameter estimation of two trigger events
	Claculation procedures for step (4) of Algorithm 2



